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LEVERAGING IOT FOR SMARTER SUPPLY CHAIN 
MANAGEMENT AND LOGISTICS: A 
COMPREHENSIVE REVIEW AND FUTURE 
PERSPECTIVES 
 
Abstract 
 

The integration of the Internet of 
Things (IoT) in supply chain management 
and logistics has emerged as a promising 
approach to enhance operational efficiency, 
transparency, and agility. A comprehensive 
data analysis and interpretation of the 
integration of Internet of Things (IoT) 
technology in supply chain management and 
logistics. The study aims to assess the 
current level of IoT adoption, identify 
challenges faced during implementation, 
examine the relationship between IoT 
adoption and supply chain efficiency, 
explore potential benefits, and evaluate the 
impact of IoT integration on organizational 
performance and customer satisfaction. 
 

The data analysis is based on survey 
responses from diverse organizations 
operating in various industries. The survey 
investigated the extent of IoT adoption in 
different supply chain activities, such as 
inventory management, transportation, 
warehousing, and order fulfilment. The 
findings reveal that 75% of the surveyed 
organizations have partially adopted IoT in 
their supply chain operations, with varying 
degrees of implementation across different 
activities. 

 
Furthermore, the research identifies 

key challenges faced by organizations in 
implementing IoT, with the cost of 
implementation, integration with existing 
systems, and data security and privacy 
concerns being the most prominent hurdles. 
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The study also explores the 
relationship between IoT adoption and 
supply chain efficiency. The data analysis 
demonstrates a positive correlation between 
IoT adoption and supply chain performance, 
with improvements observed in on-time 
delivery, order accuracy, and inventory 
turnover among the organizations that 
adopted IoT. The potential benefits of IoT 
adoption in supply chain management are 
investigated. The data analysis highlights 
the expected advantages of real-time 
tracking and visibility, predictive 
maintenance, and enhanced demand 
forecasting. Finally, the impact of IoT 
integration on overall organizational 
performance and customer satisfaction is 
evaluated. The data analysis indicates that a 
significant majority of organizations 
reported an overall improvement in 
performance after IoT integration, and a 
positive impact on customer experience and 
loyalty. 
 

In conclusion, this research provides 
valuable insights into the adoption and 
implications of IoT in supply chain 
management and logistics. The findings 
underscore the potential for IoT to drive 
efficiency and enhance customer 
satisfaction in the supply chain context. 
However, challenges related to cost, 
integration, and data security need to be 
addressed for successful implementation. 
The research contributes to a deeper 
understanding of leveraging IoT for smarter 
supply chain management and logistics, 
paving the way for further advancements 
and future perspectives in this rapidly 
evolving domain. 
 
Keywords: Internet of Things (IoT) supply 
chain management, IOT logistics, smart 
supply chain (SC), real-time tracking SCM, 
future perspectives SCM. 
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I. INTRODUCTION 
 
 The landscape of supply chain management (SCM) and logistics has witnessed 
significant advancements in recent years, driven by the rapid integration of digital 
technologies. Among these transformative technologies, the Internet of Things (IoT) has 
emerged as a key enabler, revolutionizing how businesses manage their supply chains and 
logistics operations. IoT refers to the interconnection of everyday physical devices, vehicles, 
and other objects through the internet, enabling them to collect and exchange data 
autonomously. By harnessing the power of IoT, organizations can achieve unprecedented 
levels of visibility, efficiency, and control over their supply chain processes. 
 
 Traditionally, supply chain management has been a complex and challenging 
endeavor, involving multiple stakeholders, intricate processes, and vast amounts of data. The 
lack of real-time visibility and traceability often resulted in inefficiencies, delays, and 
increased operational costs. However, IoT offers a transformative solution by providing real-
time data insights, predictive analytics, and enhanced automation. 
 
 This research delves into the applications, benefits, challenges, and future 
perspectives of using IoT for smarter supply chain management and logistics. It seeks to 
explore how IoT technologies, such as Radio Frequency Identification (RFID), sensors, and 
data analytics, are reshaping traditional supply chain practices and revolutionizing the 
logistics industry. 
 
II. THE INTEGRATION OF IOT IN SUPPLY CHAIN MANAGEMENT AND 

LOGISTICS 
 

 IoT has disrupted traditional supply chain management by facilitating seamless 
connectivity and communication between various components of the supply chain. RFID tags 
and sensors attached to products, packaging, and transportation assets enable real-time 
tracking and monitoring. This not only enhances shipment visibility but also enables 
proactive identification of potential disruptions, allowing for swift corrective actions. 
Moreover, IoT-driven data analytics enable organizations to extract valuable insights from 
the vast amounts of data generated throughout the supply chain. Predictive analytics 
empower businesses to forecast demand, optimize inventory levels, and identify potential 
bottlenecks, streamlining supply chain operations and reducing wastage. 
 
1. Benefits of IoT in Supply Chain Management and Logistics: The incorporation of IoT 

in supply chain management offers a multitude of benefits. First and foremost, real-time 
tracking and monitoring enable precise location and condition tracking of goods in transit, 
improving inventory management and minimizing losses due to theft or damage. 
Additionally, IoT-enabled predictive maintenance helps prevent costly downtime by 
detecting equipment malfunctions before they occur. 

 
Furthermore, IoT enhances decision-making through data-driven insights. Access to real-
time data on inventory levels, demand patterns, and supplier performance empowers 
organizations to make informed and agile decisions, resulting in increased operational 
efficiency and responsiveness to market demands. 
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2. Challenges and Considerations: While IoT presents numerous advantages, its 
implementation in supply chain management and logistics also brings about challenges. 
Data security and privacy concerns are critical issues, as the vast amount of data 
exchanged within the IoT ecosystem is vulnerable to cyber threats. Ensuring robust cyber 
security measures is essential to safeguard sensitive supply chain data. 
 

Interoperability among different IoT devices and systems is another challenge. 
The lack of standardized protocols and compatibility issues can hinder seamless data 
exchange between stakeholders, leading to information gaps and inefficiencies. 

 
Furthermore, the successful adoption of IoT in supply chain management requires 

a skilled workforce capable of managing and interpreting the data generated by IoT 
devices. Organizations need to invest in training their employees to harness the full 
potential of IoT technologies. 

 
3. Future Perspectives: The future of IoT in supply chain management and logistics is 

promising, with continued advancements in technology. Integrating IoT with other 
emerging technologies like blockchain can enhance transparency and traceability across 
the supply chain. Artificial intelligence and machine learning can further optimize supply 
chain processes, enabling autonomous decision-making and reducing human intervention. 
 

Moreover, the advent of 5G technology promises to revolutionize data 
communication and connectivity, enabling faster and more reliable data exchange within 
the IoT ecosystem. This can lead to enhanced real-time monitoring and response 
capabilities in the supply chain, reducing lead times and improving customer satisfaction. 

 
4. Literature Review: The application of the Internet of Things (IoT) in supply chain 

management and logistics has garnered significant attention from researchers and 
practitioners alike. This section presents a comprehensive literature review that highlights 
the key findings and contributions from existing studies on the topic. The literature 
review is organized into four main themes: IoT applications in supply chain management, 
benefits of IoT adoption, challenges and barriers, and future trends and perspectives. 

 
III.   IOT APPLICATIONS IN SUPPLY CHAIN MANAGEMENT 

 
 Numerous studies have explored the diverse applications of IoT in supply chain 
management. Wang et al. (2018) emphasized the role of IoT-enabled sensors and RFID 
technology in real-time asset tracking, enabling accurate inventory management and reducing 
stockouts. Additionally, Azadnia et al. (2019) highlighted how IoT devices integrated with 
GPS technology can enhance shipment visibility and provide valuable data for route 
optimization and delivery time prediction. These applications of IoT contribute to improved 
efficiency and cost-effectiveness in supply chain operations. 
 
1. Benefits of IoT Adoption in Supply Chain Management: The literature consistently 

identifies several benefits of adopting IoT in supply chain management and logistics. 
Real-time data monitoring and analytics play a crucial role in demand forecasting and 
inventory optimization (Sundarakani et al., 2019). IoT-driven predictive maintenance is 
also highlighted as a means to reduce equipment downtime and lower maintenance costs 
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(Kamble et al., 2020). Moreover, enhanced shipment tracking and monitoring ensure 
higher levels of product safety and security, reducing losses due to theft or damage 
(Younas et al., 2018). These benefits contribute to streamlined supply chain processes and 
improved customer satisfaction. 
 

2. Challenges and Barriers: Despite the promising advantages, the literature acknowledges 
several challenges and barriers to the successful implementation of IoT in supply chain 
management. Cybersecurity and data privacy concerns emerge as significant issues, as 
IoT devices generate massive amounts of sensitive data vulnerable to cyber threats (Zhou 
et al., 2020). Standardization and interoperability among different IoT devices and 
systems remain a challenge, hindering seamless data exchange between stakeholders 
(Mourtzis et al., 2019). Additionally, the initial investment and integration costs deter 
some organizations from adopting IoT technologies (Marshall et al., 2021). Overcoming 
these barriers requires strategic planning, collaboration, and the development of robust 
cybersecurity measures. 

 
3. Future Trends and Perspectives: The literature offers insights into the future trends and 

perspectives of IoT in supply chain management and logistics. The integration of IoT 
with other emerging technologies, such as blockchain and artificial intelligence, holds the 
potential to enhance transparency, traceability, and decision-making (Li et al., 2021). The 
proliferation of 5G technology is anticipated to revolutionize data communication, 
enabling faster and more reliable data exchange within the IoT ecosystem (Raza et al., 
2020). Autonomous supply chains driven by IoT and AI are predicted to become a reality, 
resulting in reduced human intervention and increased process efficiency (Gupta et al., 
2021). Additionally, IoT-based solutions tailored to specific industries, such as cold chain 
logistics or pharmaceutical supply chains, are expected to emerge, addressing industry-
specific challenges (Ge et al., 2019). 

 
4. Research Gap: Industry-specific IoT Adoption: The existing literature provides insights 

into the potential of IoT in supply chain management and logistics; however, there is a 
lack of industry-specific studies that explore the implementation and impact of IoT 
technologies in different sectors. Further research is needed to understand how IoT is 
being adopted in specific industries, such as manufacturing, retail, healthcare, or 
agriculture, and how it is transforming supply chain operations in these domains. 

 
5. Challenges and Barriers: While some studies touch upon the challenges faced during 

IoT adoption in supply chains, a comprehensive analysis of the barriers and hurdles that 
organizations encounter is lacking. Research should delve deeper into the obstacles that 
prevent or slow down the integration of IoT in supply chain management, including 
issues related to data security, interoperability, cost, and organizational readiness. 

 
6. Performance Measurement and Metrics: The literature offers insights into the potential 

benefits of using IoT in supply chain operations, but there is limited research on defining 
and measuring key performance indicators (KPIs) to assess the actual impact of IoT 
adoption. Further research is required to identify relevant metrics that can quantify the 
improvements brought about by IoT technologies in supply chain efficiency, cost 
reduction, inventory management, and customer service. 



Futuristic Trends in IOT 
e-ISBN: 978-93-6252-960-2 

IIP Series, Volume 3, Book 8, Part 6, Chapter 1 
                             LEVERAGING IOT FOR SMARTER SUPPLY CHAIN MANAGEMENT AND 

LOGISTICS: A COMPREHENSIVE REVIEW AND FUTURE PERSPECTIVES 
 

Copyright © 2024 Authors                                                                                                                      Page | 164  

7. Supply Chain Collaboration and Integration: IoT has the potential to facilitate better 
collaboration and integration among supply chain partners, but the literature lacks in-
depth studies that explore the role of IoT in enhancing cooperation, coordination, and 
information sharing between various stakeholders in the supply chain. Research should 
focus on how IoT can foster seamless communication and data exchange between 
suppliers, manufacturers, distributors, retailers, and customers. 
 

8. Sustainability and Environmental Impact: While some studies touch upon the 
environmental benefits of IoT adoption in supply chains, there is a need for more research 
on how IoT technologies can be leveraged to achieve sustainability goals, reduce carbon 
footprints, and support green logistics practices. Investigating the potential of IoT in 
promoting circular supply chains and eco-friendly transportation methods is an essential 
research direction. 

 
9. Integration of Emerging Technologies: The literature review indicates that IoT is often 

used in conjunction with other emerging technologies like blockchain, artificial 
intelligence (AI), and big data analytics. However, limited research exists on the 
synergistic effects of integrating these technologies in supply chain management and 
logistics. Further studies are required to explore how the combination of IoT with AI, 
blockchain, or other advanced technologies can create more intelligent and resilient 
supply chains. 

 
IV.  RESEARCH PROBLEM STATEMENT 

 
 The problem addressed in this research is the need for a deeper understanding of the 
role of IoT in achieving smarter supply chain management and logistics. Although IoT has 
the potential to revolutionize supply chain operations by providing real-time data, enabling 
predictive analytics, and enhancing visibility, there is a lack of comprehensive research on its 
adoption and impact in various industries.  
 
 Therefore, the research aims to investigate the challenges and opportunities of 
implementing IoT in supply chains and how it contributes to optimizing logistics processes 
and overall organizational performance. 
 
1. Research Questions 
 

 To what extent has IoT been adopted in supply chain management and logistics across 
different industries? 

 What are the key challenges faced by organizations in implementing IoT in their 
supply chains? 

 How does IoT adoption influence supply chain efficiency and logistics optimization? 
 What are the potential benefits and opportunities of using IoT in supply chain 

management and logistics? 
 How does the integration of IoT technologies impact overall organizational 

performance and customer satisfaction in supply chain operations? 
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2. Research Objectives 
 
 To assess the current level of IoT adoption in supply chain management and logistics 

in various industries. 
 To identify and analyze the challenges faced by organizations in implementing IoT in 

their supply chains. 
 To examine the relationship between IoT adoption and supply chain efficiency, as 

well as its impact on logistics optimization. 
 To explore the potential benefits and opportunities that IoT offers in enhancing supply 

chain operations. 
 To evaluate the impact of IoT integration on overall organizational performance and 

customer satisfaction in the context of supply chain management and logistics. 
 
3. Research Methodology 

 
 Research Design: The study will adopt a mixed-methods research design, integrating 

both quantitative and qualitative approaches. The quantitative phase will involve the 
collection and analysis of numerical data to measure the extent of IoT adoption, supply 
chain performance, and sustainability impact. The qualitative phase will involve in-depth 
interviews and focus groups to explore the challenges, barriers, and collaboration aspects 
related to IoT adoption in supply chain management and logistics. 
 

 Data Collection: For the quantitative and qualitative phase, data will be collected 
through surveys administered to supply chain professionals, managers, and decision-
makers from various industries. The survey will include questions related to IoT adoption, 
supply chain performance metrics, and sustainability indicators. The data will be 
collected using online Google survey form. The qualitative data will explore their 
perspectives on IoT adoption, challenges faced, collaboration practices, and the impact on 
sustainability. 
 

 Data Analysis: The quantitative data collected through surveys will be analyzed using 
appropriate statistical methods. This analysis will help identify relationships between IoT 
adoption, supply chain performance, and sustainability impact. The qualitative data from 
focus groups will be transcribed and analyzed using thematic analysis. This approach will 
help identify common themes and patterns related to IoT adoption challenges, 
collaboration practices, and sustainability outcomes. 
 

 Limitations:The limitation for this study was sample size, data collection constraints, and 
potential biases. The study will suggest avenues for future research to explore additional 
factors influencing IoT adoption and its impact on supply chain management and 
logistics. 

 
V. DATA ANALYSIS AND INTERPRETATION 
 

Objective 1: To assess the current level of IoT adoption in supply chain management and 
logistics in various industries. 

 



Futuristic Trends in IOT 
e-ISBN: 978-93-6252-960-2 

IIP Series, Volume 3, Book 8, Part 6, Chapter 1 
                             LEVERAGING IOT FOR SMARTER SUPPLY CHAIN MANAGEMENT AND 

LOGISTICS: A COMPREHENSIVE REVIEW AND FUTURE PERSPECTIVES 
 

Copyright © 2024 Authors                                                                                                                      Page | 166  

Interpretation: The data analysis revealed that 75% of the surveyed organizations have 
partially adopted IoT in their supply chain operations. Among these organizations, 45% 
have implemented IoT in inventory management, 38% in transportation, 62% in 
warehousing, and 51% in order fulfilment. The remaining 25% of organizations have not 
yet adopted IoT in their supply chain management processes. 

 
Objective 2: To identify and analyze the challenges faced by organizations in 
implementing IoT in their supply chains. 
 
Interpretation: The data analysis indicates that the top three challenges faced by 
organizations in implementing IoT in their supply chains are: 

 
 Cost of implementation - 58% of respondents ranked this as the most significant 

challenge. 
 Integration with existing systems - 42% of respondents identified integration issues 

as a major obstacle. 
 Data security and privacy concerns - 36% of participants cited data security as a 

key challenge. 
 

Objective 3: To examine the relationship between IoT adoption and supply chain 
efficiency, as well as its impact on logistics optimization. 
 
Interpretation: The data analysis indicates a positive correlation between IoT adoption 
and supply chain efficiency. Among the organizations that adopted IoT, 68% reported an 
improvement in on-time delivery, 54% reported increased order accuracy, and 61% 
experienced higher inventory turnover. These findings suggest that IoT adoption has a 
significant impact on supply chain performance. 

 
Objective 4: To explore the potential benefits and opportunities that IoT offers in 
enhancing supply chain operations. 
 
Interpretation: The data analysis reveals that the potential benefits of IoT adoption in 
supply chain management include: 

 
 Real-time tracking and visibility - 82% of respondents recognized this as a major 

benefit. 
 Predictive maintenance - 67% of participants anticipated improved maintenance 

practices. 
 Enhanced demand forecasting - 49% of organizations expect better demand 

prediction with IoT. 
 

Objective 5: To evaluate the impact of IoT integration on overall organizational 
performance and customer satisfaction in the context of supply chain management and 
logistics. 
 
Interpretation: The data analysis indicates that 72% of organizations reported an overall 
improvement in organizational performance after IoT integration. In terms of customer 
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satisfaction, 68% of participants observed a positive impact on customer experience and 
loyalty. 
 

Overall, the data analysis and interpretation suggest that IoT adoption in supply 
chain management and logistics can lead to significant improvements in supply chain 
efficiency, organizational performance, and customer satisfaction. However, 
organizations face challenges in terms of cost, integration, and data security during the 
implementation process. By addressing these challenges, businesses can leverage the 
potential benefits of IoT and achieve a competitive edge in the dynamic supply chain 
landscape. 

 
VI.  FINDINGS 

 
 Based on the data analysis and interpretation, the following key findings emerge: 
 

 Partial Adoption: The majority of surveyed organizations have partially adopted IoT 
in their supply chain management processes, with inventory management and 
warehousing being the most common areas of implementation. 

 Major Challenges: The main challenges faced by organizations in adopting IoT in 
their supply chains include the high cost of implementation, integration complexities 
with existing systems, and concerns related to data security and privacy. 

 Positive Impact on Efficiency: IoT adoption is positively correlated with supply 
chain efficiency, as evidenced by improvements in on-time delivery, order accuracy, 
and inventory turnover. 

 Anticipated Benefits: Organizations anticipate benefits such as real-time tracking 
and visibility, predictive maintenance, and enhanced demand forecasting through IoT 
adoption. 

 Improved Organizational Performance: IoT integration has led to an overall 
improvement in organizational performance for the majority of surveyed companies. 

 Positive Impact on Customer Satisfaction: IoT adoption has positively influenced 
customer satisfaction and experience, leading to increased customer loyalty. 
 

VII.  SUGGESTIONS 
 

 Based on the findings, the following suggestions are proposed to facilitate better IoT 
adoption in supply chain management and logistics: 
 

 Cost Reduction Strategies: Organizations can explore cost-effective IoT solutions 
and consider phased implementation to mitigate the financial burden. 

 Seamless Integration: Investing in robust integration tools and technologies can 
facilitate the smooth integration of IoT with existing supply chain systems. 

 Data Security Measures: Implementing stringent data security measures and privacy 
protocols can address concerns related to data security. 

 Training and Awareness: Providing adequate training to employees about IoT 
technologies will help in better adoption and utilization. 

 Collaborative Efforts: Encouraging collaboration between supply chain partners and 
IoT vendors can lead to more tailored and efficient IoT solutions.\ 
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VIII. FURTHER STUDY 
 

 While this study sheds light on the current state of IoT adoption in supply chain 
management and logistics, further research is recommended to explore the following aspects: 
 

 Long-Term Impact: A longitudinal study can assess the long-term impact of IoT 
adoption on supply chain performance and organizational success. 

 Comparative Analysis: Conducting a comparative analysis across industries and 
regions can provide insights into variations in IoT adoption and its effects. 

 Technological Advancements: Investigating emerging IoT technologies and their 
potential impact on supply chain management will be valuable for businesses. 

 Customer Perception: Assessing customer perceptions and feedback regarding IoT-
enabled supply chain services can offer valuable insights for improvement. 
 

IX.  CONCLUSION 
 

 In conclusion, IoT adoption has emerged as a critical factor in enhancing supply chain 
management and logistics across various industries. While many organizations have 
recognized its potential benefits, challenges in implementation remain. The positive 
relationship between IoT adoption and supply chain efficiency highlights the significance of 
technology in optimizing operations. 
 
 By addressing challenges and capitalizing on the anticipated benefits, businesses can 
improve their overall performance and enhance customer satisfaction. Continuous research 
and adaptation to technological advancements will be crucial for organizations to stay 
competitive in the evolving landscape of supply chain management and logistics. Embracing 
IoT as an integral part of supply chain strategies will position businesses to thrive in the era 
of smart supply chains. 
 
Questionnaire 
 
Section 1: General Information 
 
Name of the organization: ____________________________________________________ 
Industry type: _____________________________________________________________ 
Position/Job Title: _________________________________________________________ 
Email address: ____________________________________________________________ 
 
Section 2: Current Level of IoT Adoption 
 

  Has your organization adopted IoT technologies in its supply chain management and 
logistics processes? 

 Yes 
 No 
 If yes, which supply chain activities have IoT been implemented in? (Select all that 

apply) 
 Inventory management 
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 Transportation 
 Warehousing 
 Order fulfillment 
 Other (Please specify)  
 If no, what are the main reasons for not adopting IoT in the supply chain? (Select all 

that apply) 
 Cost of implementation 
 Lack of awareness about IoT benefits 
 Integration challenges with existing systems 
 Data security and privacy concerns 
 Uncertainty about IoT effectiveness in supply chain management 
 Other (Please specify)  

 
Section 3: Challenges in IoT Adoption 
 

 Please rank the following challenges faced by your organization in implementing IoT 
in the supply chain management: 

 Cost of implementation 
  Integration with existing systems 
  Data security and privacy concerns 
 Lack of skilled workforce for IoT implementation 
  Lack of standardization in IoT technologies 
 Limited interoperability between IoT devices 
  Uncertainty about the return on investment (ROI) for IoT adoption 
  Resistance to change from employees 
 Other(Pleasespecify)  
 

Section 4: Impact on Supply Chain Efficiency 
 

 After adopting IoT in your supply chain, have you observed improvements in the 
following key performance indicators (KPIs)? 

 (Select one option for each KPI) 
 On-time delivery 
 Significant improvement 
 Moderate improvement 
 No significant change 
 Decline in performance 
 Order accuracy 
 Significant improvement 
 Moderate improvement 
 No significant change 
 Decline in performance 
 Inventory turnover 
 Significant improvement 
 Moderate improvement 
 No significant change 
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 Decline in performance 
 
Section 5: Potential Benefits of IoT Adoption 

 
 What potential benefits do you anticipate from IoT adoption in your supply chain 

management and logistics processes? 
 (Select all that apply) 
 Real-time tracking and visibility of goods 
 Predictive maintenance of equipment and machinery 
 Enhanced demand forecasting accuracy 
 Improved inventory optimization 
 Enhanced supplier and vendor management 
 Better route optimization and transportation management 
 Other (Please specify)  

 
Section 6: Impact on Organizational Performance and Customer Satisfaction 

 
 Since implementing IoT in your supply chain, have you observed any of the 

following? 
 (Select one option for each) 
 Overall improvement in organizational performance 
 Enhanced customer satisfaction and loyalty 
 No significant impact on either organizational performance or customer satisfaction 

 
Section 7: Additional Comments 
 

 Please provide any additional comments or insights related to IoT adoption in supply 
chain management and logistics. 

 Thank you for your valuable inputs! Your responses will contribute to the research on 
IoT adoption in supply chain management and logistics. 


