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Abstract—In recent digital age, Cyber Security has boomed
to priority tip. Security concerns viz. Data Breaches, ID theft,
Captcha Hacking, and other similar situations have emerged
as harmful data threat to the society. Challenge in designing
appropriate rules and process and applying the same on critical
data threat scenarios to perfectly combat cyberattacks and crimes
are limitless. Recent developments in Artificial Intelligence (AI)
have resulted in a dramatic escalation of the ever-increasing
threat posed by cybercriminals and attacks. It has been used
in practically all branches of engineering and research. AI
has ushered forth a revolution in everything from robots to
healthcare. Cybercriminals were unable to avoid this ball of
fire, and as a result, ”ordinary” cyberattacks have evolved into
”intelligent” ones. In the subject of cybersecurity, AI can serve as
a foundational tool because of its ability to adapt quickly to new
scenarios. AI-based techniques can be used to identify malware
assaults, network intrusions, phishing and spam emails, and data
breaches, among other things, and to warn security incidents
when they occur.

I INTRODUCTION

Even though many people have intellect, a significant
number of them do not have the capabilities of ways to
appreciate an issue and discover solutions for it. In terms of
decreasing operational errors and finding inconsistencies, AI is
ahead of human ability and expertise. Artificial intelligence is
essential in assessing errors that individuals are powerless to
avoid [Sadiku, Fagbohungbe MusaSadiku .2020]. Artificial
intelligence as a cybersecurity solution can assist protect
businesses from online attacks, identify different virus types,
ensure practical security standards, and improve anticipation
and recovery systems. Thus, we will shed light on how
AI developments and applications might strengthen security
through our investigation [PatilPatil2016].

Many of today’s most important frameworks have been
significantly impacted by concerns about cyberspace security.
For network security, the conventional method [PatilPatil2016]
focuses on predetermined criteria and the static administration
of security devices like firewalls, IDSs, and IPSs delivered to
out-of-the-ordinary edges and hubs..

Integrating Artificial Intelligence into existing cybersecurity
frameworks has the potential to mitigate the ever-increasing
and expanding threats to data security that are now confronted
by global enterprises. As computing power, storage capacity,
and the availability of data increase, the terms ”machine learn-
ing” and ”artificial intelligence” (AI) [Farrukh KhanFarrukh
Khan2021] are increasingly being used interchangeably in the

context of organisations and applications. It is impossible for
a single person to logically handle such a large quantity of
knowledge. By using Machine Learning and AI, we can per-
haps shrink that informational mountaintop over time, allowing
systems to detect and recover from security threats.

Since recent events have shown that malware and cyber-
weapons are getting smarter and smarter quickly, it is reason-
able to think that only smart code will protect against smart
cyber bats. The stakes of cyber events are raised by the use of
organization-centric warfare, calling for novel ways to cyber
defence. New security measures, such as the tight design of
guarded perimeters, in-depth situational awareness, and highly
automated response to threats in businesses, need the use of
artificial intelligence (AI) methods and knowledge-based tools
and technology. Why has the intelligent coding component of
cyberwork expanded at such a rapid pace?

The subsequent reaction will become more obvious as the
distance between you and the virtual home decreases. The
use of artificial intelligence is necessary in order to provide
a realistic answer to concerns pertaining to the internet. One
should be able to cope with atypical information in seconds to
explain and differentiate cybersecurity duties and make timely
judgments. The needed cycle time and data utilisation cannot
be met by humans without substantial automation. But it is
difficult to write programmes using conventional methods that
can guard against cyberattacks since new dangers are always
emerging. [DonepudiDonepudi2015].

II TYPES OF CYBER ATTACKS

A cyber-attack occurs when an outside entity gains access
to a computer or network without permission. One who
commits a cyberattack is referred to as a hacker or attacker.
Cyberattacks have a number of detrimental repercussions. Data
breaches, the loss or alteration of information as a result of an
attack, are a real possibility. Companies suffer financial losses,
a decrease in customer trust, and even reputational harm. We
employ cybersecurity to prevent cyberattacks. Network, com-
puter, and their component protection from unwanted digital
access is known as cybersecurity. The state of cyber security
has also been weakened by the COVID-19 era. Cyberattacks
have increased significantly during the COVID-19 pandemic,
according to Interpol and WHO.

Currently, cyberattacks come in a wide variety of forms. It
is much simpler for us to defend our networks and systems



against different kinds of assaults if we have a solid under-
standing of those attacks. We’ll look at top cyberattacks that
can damage an individual or a major business.

• Malware Attack [Sadiku, Fagbohungbe MusaSadiku
.2020]: Such assaults are quite common in the cyber
world. Malware is an umbrella term for a variety of
different types of malicious software viruses, including
worms, spyware, ransomware, adware, and Trojan horses.
The malicious programme masquerades as something
else entirely. Unlike Spyware, which takes your personal
information in the background without your awareness,
Ransomware prohibits you from accessing critical sec-
tions of your network. Adware is defined as software that
displays banner adverts and other forms of commercial
material on the screen of a user. When a user clicks on
a risky link, opens an email attachment, or uses a pen
drive that has been infected, a vulnerability is exploited
by malware to access the network.
Now let’s examine how to stop a malware attack:
∗ Utilize some sort of antiviral software. It can safe-

guard your machine against infection. The antivirus
software packages McAfee, Norton, and Avast are
among the most well-known names in the industry.

∗ Employ firewalls. The traffic that might enter your
device is filtered by firewalls. The default built-in
firewalls for Windows and Mac OS X are referred to
as Windows Firewall and Mac Firewall, respectively.

∗ Stay vigilant and refrain from clicking on shady
links.

∗ Maintain regular OS and browser updates.
• Phishing Attack [Samtani, Kantarcioglu ChenSamtani

.2020]: Phishing is a common cyberattack. One method
of social engineering is to pose as a recipient’s friend
or colleague in an email to persuade them to click on
a link that really contains malware. The victim does not
realise what is happening and proceeds to open the email,
at which point they either click on the malicious link or
open the infected attachment. A successful assault like
this allows the bad guys to obtain your private data and
login credentials. Another way they can spread malware
is through phishing scams.
By following the recommendations below, phishing at-
tacks can be avoided:
∗ Examine the emails you get carefully. Common flaws

found in phishing emails include misspelt words and
altered layouts compared to official businesses.

∗ Use a toolbar that detects phishing attempts.
∗ In order to keep your accounts secure, you should

change your passwords frequently.
• Password Attack [MohammedMohammed2020]: It’s a

type of cyberattack in which an attacker attempts to get
access to your system by deciphering your password
using software and hardware designed specifically for that
purpose. Assaults on a user’s password can take several
forms, including brute force attacks, dictionary attacks,

and keylogger attacks, among others [MallikMallik2019].
Here are a few strategies for guarding against password
attacks:
∗ Create secure passwords with a combination of let-

ters, numbers, and special characters.
∗ It is strongly recommended that you do not use

the same password for several websites or accounts.
Instead, you should use passwords that are exclusive
to each account.

∗ Update your passwords to reduce the risk of a
password attack.

∗ Keep any password suggestions hidden from view.
• Man-in-the-middle Attack [Farrukh KhanFarrukh

Khan2021], [Sadiku, Fagbohungbe MusaSadiku .2020]:
Man-in-the-middle attacks, also known as eavesdropping,
are sometimes referred to by their acronym, ”MITM.”
In this kind of attack, the attacker takes control of the
session between the client and the host, interfering with
the communication between the two parties. Hackers steal
data and modify it in this way after they’ve already stolen
it.
The methods outlined below will help you avoid being a
victim of a MITM attack:
∗ While you are using the website, you should keep

in mind the importance of maintaining its security.
Implement encryption on your various pieces of
hardware.

∗ Avoid utilising open Wi-Fi networks.
• SQL Injection Attack [Bhatele, Shrivastava KumariB-

hatele .2019]: An SQL injection attack occurs when a
hacker makes unauthorised changes to a database-driven
website’s regular SQL query. It accomplishes this goal
by inserting malicious code into an open search box on
a website, which then forces the server to disclose con-
fidential information. This gives the attacker the power
to read, edit, and destroy any tables in the database they
are attacking. In addition, attackers may do so in order
to get administrative access.
Defend against a SQL injection attack by:
∗ Utilize an intrusion detection system, as they are

made to identify unwanted network access.
∗ Validate the information that the user has provided.

By using a validation procedure, it controls user
input.

• Denial-of-Service Attack [Kuzlu, Fair GulerKuzlu
.2021]: An assault known as a denial-of-service, or DoS,
presents a significant threat to organisations. Attackers go
after systems, servers, or networks and flood them with
traffic to use up their bandwidth and resources. When
this occurs, the server (or servers) that are hosting the
website either completely stop functioning or encounter
major slowdowns because the number of requests that
they are expected to handle becomes too high. Therefore,
legitimate demands for assistance are ignored. This kind
of attack is sometimes referred to as a DDoS attack,



which stands for ”distributed denial-of-service.” A DDoS
attack occurs when an adversary launches an assault
by using a large number of computers that have been
compromised.
Now let’s examine how to stop a DDoS attack:
∗ Conduct an analysis of the traffic in order to identify

any malicious activity.
∗ Recognize the warning indications, such as a slug-

gish network and intermittent problems with the
website. In circumstances like this, the organisation
has to take immediate action.

∗ Make sure your data centre and personnel are ready
to handle a distributed denial of service assault by
developing a plan and keeping a checklist.

∗ Contract with cloud-based service providers to pre-
vent DDoS.

• Insider Threat [MallikMallik2019]: An insider danger
originates inside a company, as the phrase indicates. In
this scenario, it may be a current or former employee of
the organisation who is familiar with the inner workings
of the business. Threats that originate from within an
organisation have the ability to do enormous amounts
of damage. When employees of a small business have
access to several accounts, the company is vulnerable to
insider threats. This type of attacks can be motivated by
anything from simple greed to deliberate maliciousness or
even simple negligence. Insider threats are tricky because
they are difficult to predict.
In order to avoid an insider threat attack:
∗ It is important for companies to develop a strong

culture of security awareness throughout their organ-
isations and people.

∗ Companies must limit the IT resources that employ-
ees have access-to based on their job duties.

∗ Employers must train their staff to recognise insider
risks. This will make staff more aware of when a
hacker has tampered with or is attempting to misuse
the organization’s data.

• Cryptojacking [PatilPatil2016], [Calderon-
Calderon2019]: Nowadays, while discussing
cryptocurrencies, the phrase ”cryptojacking” is often
used. When hackers take control of a victim’s computer
in order to mine bitcoin, this practise is known as
”cryptojacking.” Sites may be infiltrated with malware,
or users might be fooled into clicking on malicious
links. In addition to this, they make use of JavaScript-
programmed online advertisements, which are shown
on various websites. Code for crypto mining operates
in the background, so victims are unaware; a delay in
execution is the only indicator.
Following the below-mentioned procedures will prevent
cryptojacking:
∗ It is important to keep your operating system and

all of your security applications up-to-date because
cryptojacking can affect even the most poorly pro-

tected computers.
∗ Employees can be better prepared to identify cryp-

tojacking threats if they are given cryptojacking
awareness training.

∗ Install an ad-blocker because advertising are the
main source of scripts used for cryptojacking. They
have additional extensions like MinerBlock, which
is used to recognise and stop scripts that mine for
cryptocurrency.

• Zero-Day exploit [CalderonCalderon2019]: After a net-
work vulnerability has been made public, but before a
remedy has been made available, a scenario that is known
as a ”zero-day exploit” could occur. This is because the
vulnerability was discovered by an outside party. As a
result of this, the vendor alerts its customers about the
vulnerability. However, the information also reaches those
who are seeking to exploit it in some way. The length of
time required by the vendor or the developer to resolve
the problem will be directly proportional to the severity
of the vulnerability. It is possible that they will need any
amount of time. In the meanwhile, the attackers’ attention
is being focused on the vulnerability that was published.
They make care to exploit the hole before a patch or other
remedy can be implemented.
Zero-day vulnerabilities can be avoided by:
∗ It is important for companies to have patch manage-

ment procedures that are clearly explained. Applying
management solutions that automate the processes
will improve efficiency. That means deployment
won’t be slowed down.

∗ Prepare an incident response strategy in case of a
cyberattack. Maintain a strategy that focuses on zero-
day assaults. By doing this, the damage can either
be minimised or even averted.

• Watering Hole Attack [Taddeo, McCutcheon Florid-
iTaddeo .2019]: In this scenario, the target is a partic-
ular segment of the target’s organization, community,
or other relevant setting. In this kind of attack, the
attacker chooses websites that are frequently accessed
by the population that is the target of the assault. By
carefully watching what the group does or by making
educated guesses, website addresses may be found. After
then, the malicious actors infiltrate these websites with
malware, which subsequently causes the victims’ PCs to
get infected. Cybercriminals often make use of malicious
software in order to steal private information from their
victims. The hacker might perhaps get remote access to
the compromised machine.
Now, let’s check over some strategies for warding off an
assault at a watering hole.
∗ Update your software to lessen the chance of a

hacker exploiting a weakness. Make sure you rou-
tinely check for security fixes.

∗ In order to recognise watering hole attacks, use your
network security tools. When it comes to identifying



these suspicious actions, intrusion prevention sys-
tems (IPS) are effective.

∗ To prevent a watering hole assault, it is recom-
mended to mask online actions. Use a VPN and your
browser’s private browsing function to accomplish
this. A virtual private network, or VPN, encrypts
your connection to another network so that it can
travel across the public Internet. It serves as a guard
for your online browsing. A VPN that works well is
NordVPN.

III HOW AI IS USED IN CYBERSECURITY

When we talk about artificial intelligence in relation to cyber
security, this is not a novel topic. Indeed, two years ago, people
would discuss how artificial intelligence and machine learning
in cyber security would transform the future, as data is at the
heart of cyber security trends.

AI proves useful in the field of cyber security by enhancing
the investigation, analysis, and comprehension of cybercrime
by professionals. It advances the tools businesses use to
fight cybercrime and aids businesses in protecting client data.
However, artificial intelligence can also be a very comprehen-
sive resource and might not be practically suitable in every
application. Most importantly, it can also be used by hackers
as a new weapon to hone their skills and strengthen their
cyberattacks.

Because they have less resources at their disposal, security
operations analysts are turning to AI in order to keep one
step ahead of more complex assaults. AI technologies, such
as machine learning and natural language processing, swiftly
harvest insights to cut through the noise of daily notifications
and drastically decrease reaction times. These technologies
also considerably reduce the amount of time needed to take
action. They do this by collecting information on potential
dangers from millions of pieces of published research, online
blogs, and news articles. The length of time that is required
to reply is cut down greatly as a result of this.

IT security professionals may make use of AI and ML in
order to enforce effective cybersecurity practices and to lower
the attack surface. At the same time, state-sponsored attackers,
criminal cybergangs, and ideological hackers are all capable
of using those exact same AI methodologies in order to escape
detection and overcome defenses. This circumstance exempli-
fies the ”artificial intelligence and cybersecurity conundrum.”
Businesses must keep an eye out for the potential drawbacks
of this ground-breaking new technology as it develops and
finds its way into the cybersecurity sector:

• Machine learning and artificial intelligence can help pro-
tect against cyber-attacks, but hackers can defeat security
algorithms by targeting the data they train on and the
warning flags they search for.

• Additionally, hackers can create evolving malware that
alters its structure to evade detection and circumvent
protections by using AI.

• Without access to vast quantities of data and events,
artificial intelligence systems will provide erroneous con-
clusions and false positives.

• If data manipulation goes unnoticed, businesses would
struggle to recover the accurate data that powers their AI
systems, which could have fatal results.

IV BENEFITS OF USING AI FOR CYBERSECURITY

The purpose of artificial intelligence research is to develop
software that can do tasks in a manner similar to that of a
person. There is a tremendous amount of promise in cyber-
security. Systeme d’intelligence artificielle (IA) peuvent être
enseignées à produire warnings for threats, to identify new
malware strains, and to protect organisations’ vital data if they
are effectively implemented.

According to TechRepublic, a moderate-sized business often
gets alerts for more than 200,000 cyber occurrences. A normal
company’s team of security experts can’t handle the number
of threats that are now out there. As a direct consequence of
this, some of these threats will always escape detection and
do significant damage to networks.

Artificial intelligence (AI) is the most effective cyberse-
curity solution for businesses who want to be successful
online today. To protect their businesses from cyberattacks,
security experts need access to intelligent robotics and AI.
The following is a list of benefits that may be obtained by
merging AI with cybersecurity:

• AI evolves
AI technology improves network security over time.
Machine learning and deep learning are used to figure
out how a business network acts over time. It can detect
trends on the network and group related nodes together.
It detects deviations or security issues before responding.
The patterns that AIs learn over time can be used to make
systems more secure in the long run. Similar dangers are
blocked early. Hackers can’t beat AI because it keeps
learning.

• AI identifies undiscovered threats
A human can’t identify all a company’s dangers. Hackers
launch millions of attacks each year. Unknown dangers
can destroy networks. Worse is their impact before they’re
detected, identified, and prevented. Because attackers are
constantly trying new methods, ranging from complex
social engineering to malware attacks, it is essential to
employ contemporary solutions in order to stop them. AI
is one of the greatest security technologies for mapping
and stopping unforeseen threats.

• AI is data-savvy
The network of a corporation sees a significant amount
of daily activity. Huge amounts of foot traffic are typical
for companies of a typical midsize. What this means
is that there is constant communication between the
company and its clientele. This information needs to be
protected from dangerous software and individuals. How-
ever, cybersecurity specialists cannot inspect all traffic for
potential attacks. Artificial intelligence



• (AI) is the finest solution that will assist you discover
any threats that are hiding in behaviour that appears to
be regular. Because it is automated, it is able to skim
through vast amounts of data and traffic without difficulty.
Robotic artificial intelligence (AI) technology, such as a
home proxy, can facilitate data transit. Additionally, it is
able to detect and recognise any potential dangers that
may be masked by the chaotic flow of traffic.

• Better Vulnerability Management
Management of vulnerabilities is one of the most impor-
tant aspects of safeguarding a company’s network. As was
just discussed, the typical business faces a multitude of
dangers on a regular basis. In order to ensure it is secure,
it must detect, identify, and prevent them. Analyzing
and reviewing existing security mechanisms using AI
research can aid in vulnerability management. AI makes
it possible to evaluate more quickly than cybersecurity
personnel, which significantly improves your ability to
find solutions to problems. It does this by locating weak
places in computer systems and corporate networks and
by assisting organisations in concentrating their attention
on the most vital security responsibilities. Because of this,
it is now feasible to monitor vulnerabilities and ensure the
security of business systems in a timely manner.

• Better Overall Security
Networks used in businesses are sometimes put in posi-
tions where they are vulnerable to new dangers. Hackers
come up with brand new techniques on a daily basis.
Because of this, it is difficult for firms to establish
priorities for the many security duties. It is possible that
you may need to deal with phishing attacks, ransomware
attacks, and denial-of-service attacks all at the same time.
These assaults have comparable potential, but you must
first determine how to defend yourself against each one.
Errors and lapses in on the part of humans are far more
likely to compromise security. Utilizing AI to detect all
forms of attacks, assist in their prioritisation, and aid in
their prevention is the answer in this situation.

• Reduce duplication
As was said before, the methods that attackers use are
usually different from one another. The underlying best
practises for security, on the other hand, do not alter over
time. If you pay someone to accomplish these chores,
there is a possibility that they may lose interest in the
process altogether. Alternately, they may be overworked
and sluggish, and as a result, they may slack off on a
critical security task, leaving your network vulnerable.
Artificial intelligence (AI) replicates the best features of
humans while omitting their shortcomings to perform re-
dundant cybersecurity duties. It is helpful in the ongoing
monitoring for basic security risks and in the prevention
of such threats. It also does a comprehensive scan of your
network to identify any vulnerabilities.

• Securing Auth
Most websites have a login feature to access services or
buy things. Some feature contact forms with sensitive

info. A corporation needs an extra security layer to
manage a site with personal data and sensitive informa-
tion. The extra security layer will protect your network’s
visitors. AI safeguards account logins. AI identifies using
facial recognition, CAPTCHA, and fingerprint scanners.
These attributes can assist detect a fake login attempt.
Hackers enter company networks through credential stuff-
ing and brute force. Once an attacker enters a user
account, your network is at risk.

• Rapid detection and response
Threat detection begins network security. Untrusted data
should be readily discovered. It prevents network damage.
Integrating artificial intelligence (AI) into cybersecurity is
the most effective method for spotting potential dangers
and launching rapid responses against them. Your entire
system is analysed by the AI, and it looks for any
potential dangers it may have detected. AI identifies
dangers early and simplifies security processes.

V USE CASES OF AI CYBERSECURITY

Cybercriminals use AI to plan smarter, more successful
assaults. Cybersecurity companies should use AI to safeguard
themselves. ”Organizations can’t bring knives to gunfights,”
argues Mimecast’s Dr. Herbert Roitblat.

AI in cybersecurity can also help overworked and under-
staffed cyber services decipher threats so they can focus on
higher-order duties. Cyber leaders are anticipated to increase
spending on systems that incorporate artificial intelligence.
According to Meticulous Research, the global market for
AI cybersecurity technologies is expected to increase at a
compound annual rate of 23.6% through 2027, when it will
reach $46.3 billion.

• The detection of spam and social engineering
As a branch of machine learning, deep learning is a
statistical method that gives computers the ability to
tackle problems that were previously impossible for them
to handle. It is more effective than ”shallower,” supervised
machine learning, which instructs the computer by using
labelled data to learn by example. Instead, deep learning
uses massive amounts of data to ”train” a deep neural
network, which then gradually teaches itself new skills
such as picture recognition or task completion. Deep
learning models can obtain excellent accuracy rates even
for ill-defined assault actions. They are used to recognise
photos that are unfit for work and other images (such
logos), as well as to more effectively identify spam email
and phishing efforts. Deep learning has been employed
by Google to filter emails containing difficult-to-detect
picture [VincentVincent2019].

• Detecting Anomalies
One of the most beneficial applications of machine
learning for information security is the identification
of complex patterns. Cyber attackers frequently conceal
themselves within networks and avoid discovery by en-
crypting their connections, using credentials that have
been stolen, and deleting or altering logs. A machine



learning system, however, can still spot them in the
act because it is made to identify strange behaviour.
Since machine learning is so good at finding patterns
in data, it can detect anomalies that manual methods
may have missed. By continuously monitoring network
traffic for deviations, for instance, [Teoh .Teoh .2018] a
machine learning model can identify dangerous patterns
in email sending frequency that may indicate the usage
of email for an outbound assault. Additionally, models
can be set up to monitor insider risks. [Tuor, Kaplan,
Hutchinson, Nichols RobinsonTuor .2017] In addition,
machine learning is capable of adjusting to changes by
absorbing new data and to changing circumstances.

• Keeping DNS Data From Being Exfiltrated
The goal of malicious actors is to get past current
cyber defences like firewalls and intrusion detection and
prevention systems. Domain name system (DNS), the
internet’s database of addresses, might be a ”weak link in
cybersecurity procedures,” according to Black Hat. [Mar-
risonMarrison2015] By spoofing DNS traffic, hackers can
infect users’ devices, seize control of their systems, and
steal personal information such as email addresses and
credit card numbers that would otherwise be blocked by
a firewall. [van Leijenhorst, Chin Lowevan Leijenhorst
.2008] Black Hat asserts that using models that are con-
tinuously trained on the trillions of DNS queries that are
created and gathered each day globally, machine learning
can identify and prevent so-called ”DNS tunnelling” for
data exfiltration.

• Advanced Malware Detection
Malware detection has typically entailed keeping an eye
on and scanning through network data for signature
matches, or resemblances to recognised symptoms of
compromise. [Farrukh KhanFarrukh Khan2021] How-
ever, deep learning offers the chance to examine vast
amounts of data to draw conclusions about malware
before it is ever opened. Deep learning models can keep
up with malware’s rapid evolution. In fact, according
to SearchSecurity, ”the availability of tens of millions
of labelled samples from both malware and innocuous
applications have proven this one of the most successful
implementations of deep learning and AI in cybersecu-
rity.” [GroopmanGroopman].

• Prevention of Alert Fatigue
Artificial intelligence (AI) in cybersecurity can prevent
the security operations centre (SOC) personnel from
becoming overburdened by constant incident alerts. Ma-
chine learning can be used to prioritise low-risk alerts,
automate routine processes, and improve the threat intel-
ligence thresholds that require human involvement. [John-
sonJohnson2019]Experts in the field of security analysis
and monitoring will never be replaced by machines, but
the latter may allow them to devote more time to strategic
planning and analysis. Recently, an MIT startup created
a closed loop methodology, in which machine learning
models alert users to potential assaults, human analysts

investigate them, and the model then incorporates the
results. Security analysts can work more efficiently, and
the algorithm can gradually improve its performance.
[WinnWinn2020]

• Tracking down Zero-Day Exploits
One of the greatest issues facing modern cybersecurity
is preventing attacks that take use of vulnerabilities
that have not yet been publicly disclosed. In a zero-
day attack, attackers use software flaws that vendors
are unaware of (or have not yet addressed) to inject
malware. Since zero-day exploits are so novel, they can’t
be detected by signature-based endpoint security products
like antivirus software or patch management solutions.
But AI might be useful. Deep learning architectures can
be used to discover hidden or latent patterns and become
more context-aware over time, both of which are helpful
in finding zero-day vulnerabilities or activities. Deep
learning architectures can also be used to reveal hidden
or latent patterns. The processing of natural languages
can examine source code to identify potentially harmful
files. It’s possible that ”generative adversarial networks,”
which can be trained to simulate any data distribution,
will be useful in identifying sophisticated flaws. From
a different perspective, a team from Arizona State Uni-
versity employed machine learning to track dark web
traffic and find information about zero-day exploits. Since
then, they’ve established a firm that use cutting-edge
machine learning algorithms to forecast which software
flaws criminal actors would most likely target next using
information gathered from thousands of their posts and
debates [Zhou PezarosZhou Pezaros2019].

VI CONCLUSION

Predictive analysis to identify anomalous/ suspicious be-
havioural patterns of activities is one of the most used appli-
cation of Artificial Intelligence and thus holds a perfect fit in
the field of Cyber Security. Cyber criminals are always on the
outlook of exploiting systems through new trends. AI which
endeavours to simulate human intelligence can identify these
new treats before they attempt to cause a collateral damage.
AI can be encapsulated with eight major benefits viz. dynamic
learning, identifying unknown treats, able to handle big data,
better vulnerability management, better overall security, du-
plicative process reduction, accelerated detection and response
times and security authentication. These features of AI have
an immense potential in the field of cybersecurity.
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