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Abstract
The electromagnetic radio spectrum is limited and is a precious resource in wireless communication systems. In the last decades, the development of many novel wireless systems and the associated growing demand for bandwidth has caused the frequency spectrum to become exhausted. Remarkably, many measurement campaigns have shown that virtually the entire allocated spectrum is being used ineﬃciently most of the time. As such, the spectrum inadequacy is not only caused by inﬂexible spectrum management but also owing to ineﬃcient usage. In eﬀorts to increase bandwidth utilization, this paper is reviewing the concept of cognitive radio networks (CRNs), its topology, Spectrum sensing techniques, applications, formulation Problem, benefits, challenges, and numerous features that may play a vital role in the field of next-generation cognitive wireless networks (CWN) communication system. This will give the secondary users (SU) an opportunity to access the momentarily vacant licensed bands of primary users which are known as white spaces or spectrum holes, by altering their transmitting parameters so that the interference is minimal to the primary user (PU).

Keywords: CR, CRN, SDR, CR Challenges, Spectrum Sensing, PU, SU
1.0	Introduction
It will be challenging to imagine life without wireless communication in this modern era. There are large numbers of users of wireless communication, but the available spectrum is limited. Thus spectrum scarcity becomes an issue. To mitigate this difficulty, CR was developed and designed such that it can communicate effectively and efficiently by sensing the wireless environment. Currently, several researches have been done on the use of these spectrum bands which are either empty or not in use at full capacity. CR technology was first recommended by Dr. Joseph Mitola in 1999. CR is a software-based technology that senses the electromagnetic environment in which it functions, detects inactive frequency bands, and uses the radio working parameters to broadcast in these bands [1].
The reason for CRNs is to eﬃciently utilise the temporary inactive licensed spectrum at a particular time or a particular geographic area for communications. Users in a CRN are classiﬁed into primary users (PUs) and secondary users (SUs). A PU, also known as a licensed user, has the most priority to access the spectrum and must not be subject to harmful interference from other users. A SU or cognitive user deploys innovative radio access methods along with dynamic spectrum allocation policies to coexist with the PU on condition that the interference caused by the SU does not degrade the PU performance [2]. With this approach, a CRN can overcome the shortage of radio spectrum.  
The aim of this review is to briefly summarize the current state-of-the-art research in Cognitive radio systems and future research developments. The rest of the review is structured as follows: After reviewing the fundamental concepts of CR we describe the building blocks of a CRN and summarise the major research problems in perspective. Then, we summarize the current state-of-the-art spectrum sensing and spectrum-sharing techniques for CR systems. This is followed by a brief review of the work on security in CRNs and on the economics of CRNs. The current and future trends in CR including the applications (e.g., smart grid [3,4], machine-to-machine (M2M) communications [5], and cloud computing [6]) are reviewed, and the open research issues outlined. Finally, the standardization activities on CR are summarized.
CR technology is an important technology that allows a network to utilize the spectrum in a dynamic manner. A spectrum is the range of electromagnetic radiation that enables wireless communication and is controlled by governments. A Cognitive Radio is a radio that can change its transmitter parameters based on interaction with the environment in which it operates [7]. Recently, CR became apparent technology which is used to avoid congestion in wireless communication by utilizing unused radio spectrum [8]. 
In terms of transmission and reception parameters, CR is categorized as Full Cognitive Radio and Spectrum-Sensing Cognitive Radio. In Full CR every single parameter is monitored by a wireless node while in Spectrum-Sensing CR the radiofrequency (RF) spectrum is monitored. In terms of spectrum availability, it is classified as Licensed-Band Cognitive Radio and Unlicensed-Band Cognitive Radio. Licensed-Band CR is able to utilize bands which are allocated to licensed users. A standard was developed for wireless regional area network (WRAN) by IEEE 802.22 to operate on TV white spaces (unused television channels). Utilization of unlicensed parts of the radio frequency spectrum occurs in Unlicensed Band Cognitive Radio [9, 10]. It explained the manner in which intelligent radio devices and connected networks communicate and are able to modify their operating parameters to match the needs of the user/network. It does this by adjusting the transmission parameters (e.g., transmission power, modulation mode, and frequency band) in a real-time and online manner [10]. Communications among CR users/nodes can be established using CRN. Communication parameters are adjusted to respond to changes in the topology, radio environment, user requirements or operating conditions. Cognitive radio does not have primary rights to pre-assigned frequency bands because it operates as a secondary user; this makes it necessary for it to detect the presence of primary users [8]. 
The CR network topology in Figure 1 can be categorized into two groups, the primary network, and the cognitive network (CN). The primary network (PN) is the legacy network that has an exclusive right to a certain spectrum band.  While CN does not have a license to function in the desired band. A PN consists of a set of primary users and one or more primary base stations. Primary users are permitted to use certain licensed spectrum bands under the coordination of primary base stations. Their transmission should not be hindered by secondary networks (SN). Primary users and primary base stations are in general not furnished with CR functions. Thus, if an SN shares a licensed spectrum band with a PN, besides detecting the spectrum white space and utilizing the best spectrum band, the secondary network is required to immediately detect the presence of a primary user and direct the secondary transmission to another accessible band to circumvent interfering with the primary transmission. An SN is a network composed of a set of secondary users (SU) with/without a secondary base station. Secondary users can only access the licensed spectrum when it is not occupied by a primary user. The opportunistic spectrum access of secondary users is mostly organized by a secondary base station, which is a fixed infrastructure component serving as a hub of the secondary network. Both SU and secondary base stations are equipped with CR functions [11].
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        Figure 1: Cognitive radio network topology [11]
2.0	Review of Related Literature
Junhui and Tao present the power control of CR under the constraints of transmitter power and interference temperature. They anticipated interference limitations, which ensured that the quality of service and non-cooperative power control models of the PUs were considered [12]. Lu Yang investigated the multiuser diversity of uplink MIMO cognitive radio networks and recommends a two-stage opportunistic user scheduling scheme [13]. Wenhao Xiong studied user selection approaches for the downlink of multiple input and multiple output (MIMO) cognitive radio (CR) networks. Underlay CR secondary users were chosen by CBS to share sub-channel with PUs [14]. Duoying Zhang posited that the spectrum sharing multiple-input multiple-output cognitive interference channel, in which multiple PUs coexist with multiple SUs. An interference alignment (IA) approach was introduced that guarantees that secondary users access the licensed spectrum without causing harmful interference to the PUs. Numerical results indicated that the suggested designs increase the achievable degree of freedom (DoF) of the primary links and offer a considerable sum rate for both secondary and primary transmissions under the rank limitations [15]. Junhui and Qiping projected an optimization algorithm that combines diverse spectrum shared bandwidth and power allocation in CR. The state of the CU can be switched between the Underlay spectrum sharing model and the Overlay spectrum sharing model [16]. Cui & Gao considered supportive spectrum sensing, which is a vital issue in CR. The performance of the spectrum sensing algorithm suggested in the paper was significantly better than the current algorithms. In addition, multiple PUs was considered simultaneously [17]. Sidhu and Gao investigated the resource allocation problem in relay-assisted OFDM CRNs. Via combined subcarrier pairing and power allocation, the throughput of the Secondary user was maximized. Simultaneously, the interference from the secondary source and SRN to the primary receiver is kept within acceptable limits. The authors also developed a sub-optimal resource allocation algorithm to decrease computational complexity. When compared with ordinary resource allocation algorithms, the simulation results showed enhanced performance [18]. Lu and Wang suggested an FD opportunity spectrum-sharing protocol that act when the main system encounters weak channel conditions. The authors researched on the joint optimization of subcarriers and power allocation in order to take full advantage of the transmission rate of the secondary system while ensuring that the primary system reached its target rate. The simulation results support that secondary spectrum access schemes can benefit both primary and secondary systems [19].
Summarily, Table 1 surveys the limitations of some of the existing works and my contributions in this paper to ﬁll the knowledge gap. I believe this paper will give readers a broad view of what CR is, clearly stating it topology, Spectrum sensing techniques, applications, formulation Problem, benefits, challenges and other features play a vital role in the field of cognitive wireless networks (CWN) communication system.  In conclusion, this paper delivers a future viewpoint of what needs to be done to expedite this desirable generation of wireless communication.

              Table 1. Limitations of some added related works and contributions.
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	Presented the fundamental concept about CR technology and CR capability functions.
Challenges and security issues of CR networks were discussed. 

To explore application of using CR technology in machine to machine communication.



The study present basic theory and Key Technologies in CWN.
Issues from network architecture to multi-dimension sensing technologies and radio resource management.


Introduce the fundamental of CRN.
Architecture of a CRN and applications.


Provide a study on the recent advances and applications of
CR in various domains, such as military emergency response, communication, and commercial
communication.


The authors provides a brief overview on operation, principles, architecture and
security of CR.


Methods and practices in CRN to improve the performance of the CRN. Various models and schemes in Cross Layer and Design Network environment.

Reviewed CR technology and its numerous
Features.
Roles in the field of next generation wireless communication networks.
	Challenges with enabling technology were not properly stated .
Applications were not clearly outlined.



Related literature not emphasized.
Limited practical applications of CR were presented.
Future focus not presented.

Problem of selecting a suitable frequency band as the working spectrum channel of the testbed.
Future Research Directions not clearly outlined.




Applications not clearly itemized.
Challenges with supporting
technologies are not
clearly defined.

Methods not presented.
Applications not clearly outlined.
Future Research guidelines not outlined.



No clear application presented.
Challenge with each supporting technology not well presented.

Importance of concept not stated.
No connecting related works outlined.
Challenges with methods and model if any not stated.

No cohesion between the abstract and the conclusion.
Enabling technologies were discussed, but no clearly outlined challenges.
Future focus directions not presented.
	Clear understanding of CR technology.
Its role in national development.
Future focused - Security issues and efficient spectrum management challenges.



Present detail survey on machine to machine communication.
Analyze the diﬀerence between conventional and CR Machine to Machine wireless communication system.

Purpose of the research well presented.
Discussion on Flexible network architecture, cognition of multi-dimension environment, and discretionary resource management were presented as key technologies to make CWN a reality.
Challenge with each supporting
technology presented.

Architecture of a CRN discussed.
Security challenges extensively
discussed.
Enabling technologies clearly outlined.


Clearly outlined key principles of CR.
Applications were presented.






Architecture of a CRN well discussed.
Overview on security threats, including physical, link, network 
and transport layer attacks is presented Future research focus clearly outlined.

Performances in Cross Layer networks and solution well outlined.
Needed resources clearly outlined.
Problems and solution clearly stated.
Future focus stated.


Spectrum sensing techniques in CR were mentioned.
Cyclostationary detection is the best
spectrum sensing technique, it senses a spectrum even in low SNR





3.0	Three Major Tasks of the CR

(i)   Radio-scene analysis, 
(ii)  Channel identification, and 
(iii) Dynamic spectrum management and transmit-power control. [28]:

Radio-scene analysis implemented in the receiver consist of the estimation of interference temperature of the surrounding radio environment of the receiver, predictive modeling of the environment and detection of spectrum holes. The Channel identification implemented in the receiver is required for coherent detection of message signal vis-a-vis for improving the spectrum utilization. Lastly, dynamic spectrum management and transmit-power control implemented in the transmitter make decision on the transmission parameters from the information made available by the radio-scene analysis and channel identification. 

4.0	Fundamental Cognitive Radio Cycle (CRC)
The basic functions of CR are Spectrum Sensing, Spectrum mobility, Spectrum management and Spectrum Sharing. The CR technology has some basic functions and these functions help users in the following ways:
(i) Spectrum sensing - to detect the part of the spectrum that is free and detect the presence of licensed users when a user is active in a licensed band. It is the first and fundamental function of a cognitive radio; unused portions of spectrum are used opportunistically upon detection. 
(ii) Spectrum management - to select the best available channel. When spectrum holes are detected, the CR must have the capability to select the channel that matches its communication requirements.
(iii) Spectrum sharing - to organize access to this channel with other users. In a CR network, there must an algorithm scheduled to ensure that all the cognitive radios get an impartial chance to use the spectrum.
(iv) Spectrum mobility - to free the channel when a licensed user is detected. Since the CR is given a lower importance, they should be able to interrupt their communication when a licensed user comes back and seamlessly move onto another free channel [1]. Figure 2 shows a Cognitive radio cycle. [23]
[image: ]
                                             Figure 2 Cognitive Radio Cycle
The CR can also be consider as a continuous process consist of the following steps 
(i) Sensing, 
(ii) Understanding, 
(iii) Deciding 
(iv) Adapting
As shown in Figure 3. CR exploits this cycle in a way that the spectrum is the main figure to be sensed, and all the subsequent process focuses also on how to handle the spectrum based on the observations. [28]
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                      Figure 3. Generic CRC.
The CC containing the cognitive tasks is shown in Figure 4. The feedback channel between the receiver and the transmitter is the facilitator for intelligence in the CR. The feedback channel is required to transmit the following information [29]: 
(i) The centre frequencies and bandwidths of the spectrum holes,
(ii) The combined variance of interference plus thermal noise in each spectrum hole, 
(iii) The estimate of SNR for adaptive transmission.
Figure 4 shows a CC link where the transmitter and receiver are positioned in different CR devices. The CR devices are transceivers, the transmitter side includes a unit for radio scene analysis to sense the spectrum in the vicinity of the transmitter. Though, this sensing unit belongs to a different link and thus not shown in the figure. 
[image: ]
                             Figure 4. CC for cognitive radio link. [29]

If several SNs share one common spectrum band, their spectrum usage may be organized by a central network, called spectrum broker [30].  
5.0	Spectrum Sensing Methods
CR is a key technology that allows the limited and inadequately used frequency bands to be used efficiently with an opportunistic method. Communication performance and stability in CR networks are highly dependent on whether the spectrum sensing function is performed correctly or not.
Spectrum sensing is a serious issue of CR technology because of the fading, time-varying nature of wireless channels and shadowing. To sense unused or limited frequency bands, several approaches for spectrum sensing have been suggested in the literature review. Examples are, cyclostationary-based sensing [31, 32], waveform based sensing [32], matched filtering [34, 35], eigenvalue-based sensing [36, 37], energy detection sensing [38–39] and wavelet-based sensing [40]. 
(i)	Cyclostationary detection. Is a technique for detecting PU transmissions by taking advantage of the cyclostationary features of the received signals [41]. It uses the periodicity in the received primary signal to recognize the presence of PUs. By this, the detector can distinguish PU signals, SU signals or interference. Though, the performance of this detection technique rest on adequate number of samples, which increases the computational complexity. Performs well when compared to other detection schemes, because it has the ability of rejection of noise but has nonlinearity, spectral leakage of high amplitude signals and also high costs [42].                                                                           
(ii)	Waveform-based sensing. Used in systems with identified signal patterns. Such patterns comprise of preambles, midambles, regularly transmitted pilot patterns, and spreading sequences [43]. A preamble is an identified sequence transmitted before each burst and a midamble is transmitted in the middle of a burst or slot. In the case of a recognized model, the spectrum detection function is done by relating the received signal with a copy of itself.  
(iii)	Matched filtering detection. Matched filtering detection techniques with shorter detection periods are chosen if certain signal information, such as bandwidth, modulation type and grade, operating frequency, frame structure of the PU and pulse shape, are known [44, 45]. The detection performance of this technique basically rest on the channel reaction. To overcome this, it requires impeccable timing and synchronization in both physical and medium access control layers. However, if the PU information is delivered incorrectly to the matched ﬁlter detector, the sensing performance degrades rapidly. [46, 47]
(iv)	Eigenvalue-based spectrum sensing. This does not require ample prior knowledge about the PU signals and noise power [48]. The concept of this detection technique was presented in 2007 [49]. In the eigen value-based spectrum detecting techniques, the decision threshold was obtained based on random matrix theory to make hypothesis testing. In order to know the presence or absence of the PU signal, the decision threshold is likened with the test statistic formed using the ratio of the maximum or average eigenvalue to the minimum eigenvalue. Nonetheless, having a high functioning complexity is a drawback of this technique [50, 51]. 
(v)	Energy detection. Is a spectrum sensing technique based on measuring the received signal energy and deciding on the existence or absence of the PU by relating the received energy level with a threshold. The threshold function calculation depends on noise power [4652]. The threshold can be able to change or constant depending on the conditions of the channel. Though, this technique is inaccurate [53]
(vi)	Wavelet transform. Is a great technique for analyzing singularities and edges. The frequency bands of interest are usually decomposed as a train of consecutive frequency sub-bands in the wavelet-based spectrum sensing technique [54]. Using wavelet transform, abnormalities in these bands are sensed and the spectrum decides whether it is full or empty. 
In recent times, hybrid models in which two or more detection schemes are used collectively have been designed to improve spectrum sensing capability in a CRN. Artificial intelligence (AI) and machine learning algorithms (MLA) are widely used in hybrid models [55].
5.1	The Best Standard Spectrum Detection Techniques are: 
(i)	Cyclostationary feature detection
(ii)	Energy detection
(iii)	Matched filter detection
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                                           Figure 5:  Spectrum pooling idea [56]
6.0	Features of the Cognitive Radio: 
(i)	Cognitive capability (CC) - The ability of the radio technology to sense the information from its radio surroundings. Via this, the parts of the spectrum that are inactive at a particular moment or place can be recognized, from which the best spectrum and suitable operating parameters can be selected. 
(ii)	Re-configurability (RC) - While the CC provides spectrum awareness, re-configurability helps the radio to be dynamically programmed in accordance with the radio environment. More precisely, CRs can be programmed to transmit and receive a broad range of frequencies and to utilize different transmission access technologies supported by their hardware, Figure 6. [9] 
[image: ]
             Figure 6: Cognitive radio network system [56].
6.1	Cognitive Radio (CR) and Software Defined Radio (SDR)
SDR is a type of radio having software defined physical layer functions. This is in dissimilarity to hardware radio, in which alterations in communications scheme may be realized via alterations to the hardware, otherwise by software that is programmed once in the factory and cannot be altered due to radio topological inflexibility. Cognitive radio enables adaptation and reconfiguration and is seen as the next phase in reconfiguration flexibility, after SDR. It will not be out of place to say that a cognitive radio is a software defined radio, where the software ensures the cognitive functioning of the radio. SDR is not necessarily a CR if it lacks cognition [57].
6.2	Spectrum Hole or White Space 
Spectrum Hole or white space is nothing but the available free spectrum of primary user. It is shown in bellows Figure 7. The main challenge for cognitive radio systems is to sense spectrum when it lies within such a spectrum hole [58]. High Utilization of lower frequency band and lower utilization of higher frequency spectrum. This lower spectrum utilization is known as spectrum hole. CR searches the free frequency and allocate this frequency to spectrum utilization is termed as spectrum hole [16]
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                Figure 7: Spectrum hole (white space concept)
In another view a spectrum hole is deﬁned as a band of frequencies which are readily allocated to a PU, though; it may not be used always by the PU at a particular time or in a geographic area (see Figure 8), [28]. 
[image: ]
Figure 8: Example of a Spectrum Distribution Graph.
Subject to the communication environment, the spectrum holes can be identify via the following frequency and time or space as [59, 60]:
(i) Temporal spectrum hole. This is a frequency band that is not engaged by a PU for a period of time. Using cutting-edge spectrum sensing methods, an SU can sense spectrum holes and opportunistically access it without degrading the quality of service of the PU.
(ii) Frequency spectrum hole. The activities of the SU do not cause any destructive interference to the PUs.
(iii) Spatial spectrum hole. This is a speciﬁc geographic area where the PU transmission is being occupied. The SU can apply this band if it is outside this area (see Figure 9).
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Figure 9: Spatial spectrum hole where SU is not allowed to function in the PU protection area.
In addition, spectrum holes can also be categories into so called spaces as follows [28]:
(i) Black spaces. This is where high power interferers control for some period of time.
(ii) Gray spaces. Low power interferers moderately control.
(iii) White spaces. Interferers don’t exist but natural noises such as broadband thermal noise and impulsive noise are present.
7.0	CR Characteristics
Cognitive abilities are the greatest diﬀerent characteristics of a CRN from wireless communication networks. These abilities permit a SU to detect the surrounding radio environment such as accessible frequency, noise power, interference temperature, distance, and so on. Subject to the collected    information, the SU will take decisions on the selected frequency, transmit power level or modulation scheme, to get the best performance. CRN in practice should have the following characteristics during implementation [59]:
(i) The SU should take advantage of eﬃcient spectrum sensing and analysis methods so that the SU can sustain continuous spectrum and retain a reliable communication.
(ii) SU should share the spectrum information with other users and coordinate communication to cause negligible interference or no collisions to the PUs using the same frequency bands.
(iii) SU has to be equipped with uniﬁed cross-layer architecture in order to meet diﬀerent Quality of service demands.
(iv) SU should apply dynamic spectrum access methods which can adapt to the ﬂuctuating nature of the CRN.


7.1	Cooperative Spectrum Sensing (CSS)
Multi-path fading, shadowing and noise are natural features of wireless communications that aﬀect the received signal strength. For instance, if a PU is far-off from the SU, or the PU signal is obstructed by a big obstacle, the received signal may be low at the SU. Consequently, it is diﬃcult to accurately sense the presence of a PU. Figure 10 illustrates a situation in which the PU Tx is hidden by an obstacle such that the secondary transmitter (SU Tx) can’t sense the PU Tx signal. Thus, the SU Tx may cause destructive interference to the PU Rx, as it starts using the licensed spectrum to connect with the secondary receiver (SU Rx). 
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Figure 10: Example of a hidden PU where SU Tx can’t sense the presence of the PU Tx due to obstacle.
To avoid such glitches, CSS has been suggested [61, 62]. It has been revealed that the merits of spatial diversity and independent fading channels of multiple users in cooperative networks can be used to improve the detection probability and reduce the sensing time [63]. An example situation for CSS is shown in Figure 11. The SU Tx can sense the PU Tx via the help of two secondary relays (SRs), SR1 and SR2
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Figure 11: Two SRs support the SU Tx in detecting a hidden PU Tx.
7.2	Current State-of-the-Art Review on Spectrum Sharing in CRNs
We provide a review of the evolution of CR research covering different aspects of spectrum sharing, that is, spectrum sensing [64–77]; measurements and statistical modelling of spectrum usage [78–84]; PHY aspects such as waveform and modulation design [85–95]; multiple access, resource allocation and power control, and spectrum mobility [96–105]; cognitive learning, adaptation, and self-conﬁguration [106–117]; and multihop transmission and routing [118–123].
7.2.1	Spectrum sensing, interference modelling, measurements, and statistical modelling of spectrum usage:
Spectrum statistics are vital information for SUs to opportunistically access the spectrum of PUs. Thus, there is a need to study and comprehend the features and nature of spectrum usage by the PUs. To gain such information, the following matters are considered in the literature.
(i) Spectrum sensing: this is a primitive action for SUs to sense the status of spectrum access by PUs. Deprived of this information, the SUs may not access idle spectrum and therefore reduce the spectrum utilization or may cause interference to the PUs occupying the spectrum.
(ii) Interference modelling: SUs may observe interference on spectrum for two reasons. 
(a) The SUs must certify that their transmission will not interfere and interrupt ongoing transmission of PUs. 
(b) Given an interference condition, the SUs must access the spectrum such that their transmission requirements are satisﬁed. Interference modeling provides the SUs with the ability to achieve these goals. 64–77 
(iii) Measurements and statistical modeling of spectrum usage: While spectrum sensing is a short-term action to observe the instantaneous status of the spectrum, spectrum measurement is done on a long-term basis (over a few months) to have knowledge and statistical data of PUs. This information is valuable for the SUs to determine their spectrum access scheme (access in a particular time of the day to minimize interference to the PUs) [78–84].
7.2.2	Waveform and modulation design for cognitive radios
In other to reduce interference to PUs, the design of waveform and modulation of signal from SUs can be optimized. Example, in an underlay spectrum access arrangement, the SU can use ultra-wideband transmission and regulate the pulse position and/or width to avoid interference to the narrowband transmission of the PUs. Likewise, in an overlay spectrum access arrangement, the SU adapts the multicarrier modulation for an orthogonal frequency division multiplexing (OFDM) based system to reduce interference. [124–126]
7.2.3	Multiple Access, Resource Allocation, Power Control and Spectrum Mobility 
In a spectrum underlay scenario, the challenges of optimal spectrum sharing among SUs can be expressed as an optimization problem with an appropriate objective function and a set of constraints that capture user fairness, quality of service (QoS) of SUs, and interference constraints for PUs.
Note that the optimization problem may not be possible when its constraints are too stringent and/or the network load is too high. If this arises, an admission control mechanism needs to be used to limit the number of admitted SUs. At that point, the power allocation for the set of admitted SUs can be done. Using this background, in [99], a solution approach was suggested for the joint admission control and power allocation problem for SUs to achieve fairness among them, if CDMA technology at the PHY. To acquire the power allocation solutions, the instantaneous channel gains among SUs and interference from secondary transmitters (STs) to primary receivers (PRs) need to be estimated. In a practical scenario where only estimates of the average channel gains are available, the power allocations for the STs need to be done in a conservative manner to fulfill the target interference constraint violation probability for PRs [101]. The challenge of sum-rate maximization for STs under joint beam forming and power allocation in a CRN with multiple STs and PRs (each with one antenna) was investigated in [102]. A review on dynamic resource allocation arrangements for CR systems with the interference temperature based spectrum sharing model is found in [103]. To maximize the secondary network output, the transmission power, bit rate, bandwidth, and antenna beam can be dynamically allocated in accordance with the available CSI of the primary and secondary networks. Several new and challenging issues regarding the design of CR systems were formulated, and some of the corresponding solutions were shown to be accessible by restructuring some classic results known for traditional (non-CR) wireless networks. 
8.0	Economics of Cognitive Radio Networks
In the CR system, pricing is a vital issue, which inspires the primary and secondary users to share the vacant spectrum through a process often called spectrum trading [127]. Spectrum trading is the mechanism for the entities in the CR system (e.g., primary and secondary users, spectrum owners and users, service providers and subscribers) to exchange radio resources. The exchange could be done via money or via different forms of resources (bartering). In spectrum trading, the primary users or service providers attempt to sell vacant spectrum resources to secondary users for monetary gains, and the secondary users attempt to buy these resources to achieve their desired communication goals. Two major approaches for spectrum trading are based on auction and open market.
8.1	Price Competition in the Open Market
Just like an auction, which requires an auctioneer to regulate the trading, in an open market model, the primary users and secondary users are allowed to sell and buy radio resources. Because there is no regulator, the pricing strategy of primary users plays a vital role, which determines the revenue made by the primary users. Moreover, pricing inﬂuences the choices of the secondary users to buy the radio resource. A competitive pricing scheme based on a noncooperative game among multiple primary networks was proposed in [128]. In most general situations, spectrum trading in a CR system may include multiple spectrum sellers and buyers. In [129], the writers developed a spectrum trading structure for this general spectrum trading situation (Figure 12).
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Figure 12. Spectrum trading in CR with multiple spectrum sellers and buyers [129].
9.0	Problem Formulation 
The following problems were identified in the review. First, the problem of optimization that occurred during the transmission of data, the complexity problem on multiple cognitive base station (CBS) and PU. Others are the interference channel scenario with multiple CBSs and PUs; primary and secondary cognitive base station and User problem, and the transmission rank problem on many users [130].
9.1	Implementation Challenges 
Implementation of a CR is a thought-provoking task. CR should familiarize transmission and reception to avoid interference with PUs. There are many techniques that can be deployed to avoid interferences and combine frequency tuning [131], they are: 
(i) Adaptive frequency hopping
(ii) Dynamic frequency selection
(iii) RF band switching 
Other challenges of CRN are to monitor the surroundings and then attain the resources logically based on practices. There are three important challenges in implementing a Cognitive Radio, [132] they are: 
(i) RF front end-transceiver challenges
(ii) ADC and DAC challenges
(iii) Baseband challenges 
Cognitive radio has to face very challenging issues to perform sustainable communication. 
9.2	The Technical Challenges Are:
According to [133], CR has to face very challenging issues to carry out viable communication. The challenges are designing the RF- front end, ADC/DAC performance and flexible, and to make it able to support flexible wideband multiband communication. Spectrum sensing, channel estimation, modulation and coding, spectrum shaping, transmit power control, interference avoidance and the ability to sense, discover, negotiate, and transfer 
9.3	Security Challenges in CRNs
Security and privacy are essential problems right from the inception of the information era. There is a precise security system, consisting of security mechanisms, security attacks, and security requirements /services, to define, study, and evaluate security challenges in a systematic way. 
In any wireless communication security is an essential aspect. In a traditional wireless network, security attacks are the greatest problematic one. There are two main types of security issues in CRN [134], they are:
(i)   Traditional security threats
(ii)  CRN- Specific threats
The categorizations of security attacks in CRN are Infrastructure based and Infrastructure less CRN specific attacks. 
9.3.1  Infrastructure Based CRN Attack. It is time consuming and costly. The CRNs will practically be adjusted towards frequency bands with second importance spectrum stability. There are several attackers in the infrastructure based CRN, they are:
(i)  IE (Incumbent Emulation)
(ii) Control channel jamming 
(iii) SSDF (Spectrum Sensing Data Falsification)
9.3.2   Infrastructure–Less CRN Specific Attacks. Consist of three major attackers, they are: 
(i) Intruding Attacker
(ii) Exogenous Attacker
(iii) Jamming
(i) Intruding Attackers 
Ad-hoc CRNs are susceptible to intruding challenger nodes attack which can access the system and pushing as authorized nodes. This unpleasant node can influence the overall spectrum sensing decision of CRN. This type of CRN security issue is called SSDF. 
SSDF stands for Spectrum Sensing Data Falsification. This attack causes perpetual reporting of a busy channel. To identifying this attack is very difficult.
(ii) Exogenous Attacker. It is not a portion of the CRN and thus not part of the CRN’s spectrum detecting resolution. This attacker can interrupt the process of the ad-hoc CRN. 
(iii) Jamming. It is the most used attack on wireless transmissions. It decreases the received SNR below the desired threshold by transmitting noise over the receiving channel [135].
9.3.3	Other security challenges are:
(i) Confidentiality: Unauthorized disclosure of transmitted information from passive attacks, such as eavesdropping is prevented. Prevention is realized by deploying ciphers and encrypting the data to be transmitted with a secret key which is shared only with the recipients.
(ii) Integrity: Illegally modified of transmitted information is prevented. Modification includes changing, creating, deleting, replaying transmitted messages or delaying.
(iii) Authentication: Authentication prevents unapproved users from gaining access to protected systems. It is a necessary procedure for verifying both identity and authority. 
(iv) Non-repudiation: It ensures that neither the sender nor the receiver of a message is able to refute the transmission. In CRN configuration, when malicious CRUs violating the protocol are recognized, non-repudiation techniques can be used to prove the misbehavior and ban the malicious users from the SN.
(v) Availability: The network services should be available to devices and applications through communication links. In CRNs, availability denotes the ability of PUs and CRUs to access the spectrum. For PUs, availability denotes being able to transmit in the licensed band without harmful interference from the CRUs. [135]
10.0	Benefits of Cognitive Radio
The following are some of the benefit of CWN
(i)  Implementation cost is low
(ii) It increases link reliability
(iii) Less in complexity.
(iv) Overcome radio spectrum scarcity
(v) It has easy network topology.
(vi) It offers better spectrum utilization and efficiency. 
(vii) Uses modern network topology.
(viii) Configuration and upgrade are easy.

11.0	Areas for Future Consideration
CR technology has many areas for future investigations which can be consider to better understand the behaviour of the user detection. Under listed are some of these areas:
(i) Cooperative approach for detecting and isolating intruders.
(ii) Assessment of denial-of-service (DoS) attack scenarios and methods for defense.
(iii) Implementation of hybrid sensing approach.
(iv) Consideration of multiple attackers’ defense mechanism.
(v) Investigations to introduce capable preventive techniques to mitigate threats and attacks that CR networks face. 
(vi) Using Cyclostationary detectors which employ second-order signal structure.

12.0	CR STANDARDIZATION
The IEEE 802.22 and SCC 41 are known as the primary CR standards today. They are also the finished standards of interest for Cognitive Radio [136]. Though, there are also several other standards being established. IEEE created the 802.22 Working Group (WG) for WRANs in November, 2004. WG was assigned to improve an air interface (i.e., PHY and MAC) based on CRs for unlicensed operation in the TV broadcast bands. The focus of 802.22 is on rural broadband wireless access and its coverage distance is substantially larger than that of the IEEE 802.16 [137]. A brief survey of the different standardization efforts is provided in the following.
12.1. IEEE 802.22
A summary of the 802.22 architecture (e.g., entities, connections and topology), its requirements (e.g., service coverage, MAC layer details and service capacity,), applications, and coexistence problems (e.g., TV, antenna, and wireless microphone protection and sensing) was provided in [138,139]. In North America, frequency band of operation of the IEEE 802.22 networks is 54–862 MHz. The standard shall accommodate numerous international TV channel bandwidths of 6, 7, and 8 MHz. The IEEE 802.22 systems have a ﬁxed point to multipoint air interface. The base station regulates the consumer premise equipments (CPEs).
12.2. IEEE 1900–SCC41-DYSPAN
IEEE Standard Coordinating Committee 41 (SCC41), previously known as the IEEE 1900 task force [140], was created by the IEEE to work in the area of dynamic spectrum access (DSA) networks for CR standardization. The IEEE SCC41 is divided into four WGs termed as 1900.x, “x” being the WG. In 2010, the SCC41 was consulted by the IEEE Communications Society Standards Board (CSSB) and was retitled as IEEE DYSPAN-SC.
IEEE P1900.1 (Terminology and Concepts for Next Generation Radio Systems and Spectrum Management): This standard was developed to create a glossary of vital CR terms and ideas related to policy-deﬁned radio, spectrum management, SDR, adaptive radio, and interconnected technology and also compare different technologies and their capabilities [141].
IEEE P1900.2 (Recommended Practice for Interference and Coexistence Analysis): The 1900.2 WG endorses interference analysis criteria and develops a system for measuring and analyzing the interference. This standard delivers an organized way of analyzing interference and coexistence.
IEEE P1900.3 (Dependability and Evaluation of Regulatory Compliance for Radio Systems with DSA): At the software side, the 1900.3 WG is developing test techniques for appraising SDR devices. The main goal is to attest the coexistence and compliance of the software modules for CR devices before certifying ﬁnal devices.
IEEE P1900.4 (Architectural Building Blocks Enabling Network-Device Distributed Decision Making for Optimized Radio Resource Usage in Heterogeneous Wireless Access Networks): This standard is for radio schemes with multiple RATs [142, 143]. The end terminal users are considered to be supporting multiple RATs and with some Cognitive Radio abilities such as ﬂexible operations in different frequency bands. The IEEE 1900.4 deﬁnes reconﬁguration management entities, which help in choice making at the terminal and network sides. 
12.3	International Telecommunication Union standardization
The International Telecommunication Union (ITU) Radio communication sector (ITU-R) study Group 8 (Radio Determination, Mobile, Related Satellite Services and Amateur) deals with standardization of CRNs. The ITU-R study Group 8 published two reports on SDR [144, 145]. The reports focused on the uses of SDR in International Mobile Telecommunications-2000 (IMT-2000) technology. IMT-2000 systems are the third generation mobile systems, which give access to a wide range of telecommunication services, sustained by the ﬁxed telecommunication networks (e.g., PSTN/ISDN/IP), and to other services, which are particular to mobile users. The Software Defined Radio technology is used in the base station and the controllers of a mobile radio access network to raise the ﬂexibility of radio access networks.

Conclusion
CR signifies a new model for designing intelligent wireless networks to alleviate the spectrum scarcity problem and make available signiﬁcant gain in spectrum efﬁciency. We have delivered a comprehensive review of the research activities in Cognitive radio. The major problems in the design of Cognitive radio communication networks have been discussed (e.g., spectrum sensing, dynamic spectrum access (DSA), applications, and standardization), and the related work in the literature reviewed. First, the history of the CR was provided as a motivation for the dynamic and efﬁcient next generation wireless systems. The various methods of spectrum sharing in CR were reviewed. The security and economic problems also discussed. The future research focuses have been discussed and open research issues have been outlined. Also, some of the standardization activities associated with CR were summarized.
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