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ABSTRACT

The Internet of Things (10T) is becoming an increasingly vital part of modern culture. New technologies like
0T have an impact on the world today. This has resulted in our being encircled by an abundance of technological
marvels. These high-tech gadgets simplify and expedite our daily lives. However, we are vulnerable to a wide
variety of dangers and cyberattacks. Our personal information is always at risk. There will be several security and
privacy concerns due to the widespread nature of loT technologies. To guarantee precise and accurate
confidentiality, integrity, authentication, and access control, among others, 10T requires security and privacy
solutions that are credible, inexpensive, efficient, and effective. In this study, we explore the varied uses of loT
and the associated security risks along with potential future research directions for securing and protecting the
Internet of Things.
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I. INTRODUCTION

The term "Internet of Things" (10T) refers to a broad idea that includes many kinds of connected devices and
means of communication. The goal of the initiative known as Next Generation Internet (NGI) is to ensure that
Europe continues to hold the lead position in the development of advanced network infrastructures and to make
full use of the opportunities presented by the connection to the physical world, also known as the Internet of
Things (1oT). This will be accomplished by utilising advanced computing capabilities and data infrastructure.

There will be billions of people, devices, and services all connected and sharing data and information with one
another in the 10T environment overall. These intelligent devices can be used in a wide variety of contexts. Smart
environments and self-aware/autonomous devices are the primary goal of the Internet of Things [1, 2]. This
includes areas such as smart transportation, smart products, smart cities, smart health, and smart living. Statista
[3] predicts that by 2025, there will be 75.44 billion connected devices in use across the globe, up from 20.35
billion in 2017. Some predictions predict that by 2020 [3], over EUR714 billion will be earned by the
interconnection of over 30 billion devices with over 200 billion sporadic connections. In the future years, many
specific markets should expand by double digits. Consumer electronics, the automobile industry, healthcare, and
intelligent buildings and utilities are some of the most promising vertical application fields. Multiple security and
privacy concerns have been raised in light of the meteoric rise in the use of 10T applications. As more and more
devices get interconnected, this problem will only worsen as new vulnerabilities in security are actually exposed



every day. With the proliferation of Internet of Things (10T) apps and devices, cyberattacks will evolve to become
even more sophisticated and dangerous.

For instance, remote attackers might damage implantable medical devices [4] or smart vehicles [5], which
could result in substantial financial losses and even put lives at risk. In addition, as 10T devices become more
commonplace in government, industry, and the military, criminals have a greater opportunity to compromise
national and public safety. Another example is the severe damage done to Iran's nuclear programme by the
malicious computer worm Stuxnet [6], which specifically targeted industrial computer systems. However, most
businesses and individuals do not understand the importance of privacy and security. The finite usage and
resources of 10T devices, however, prevent them from running full-fledged security systems. Consequently,
vulnerabilities (such as default passwords or unpatched issues) in 10T devices typically go unpatched for a long
time. As the number of exploits, attacks, and data leaks in the Internet of Things (IoT) grows, manufacturers,
cloud providers, and researchers are scrambling to design security systems and protocols [7], investigate new
vulnerabilities [8], and find efficient means of keeping user information secure [9].

Although academics keep working on protecting the privacy and security of the internet of things (1oT), most
of their studies are still in their early phases and lack practicality. There are still many unanswered questions.
Threats and failures in the 10T due to a lack of proper security measures could potentially negate whatever
advantages it may have. Traditional cryptography systems, security protocols, and protection measures are
unavailable or insufficient due to scalability considerations and other limits on device capabilities. It is a
significant challenge to ensure that the security architecture is built to last for the expected lifetime of the system
(>20 years) and to implement a robust security baseline. It's also reasonable to expect some devices to be
compromised when working with a huge device population. Since the Internet of Things (IoT) has specific
security, privacy, and dependability requirements, new approaches and technologies need to be developed to fulfil
these needs [10]. The well-being of humanity can be improved by this study of 10T security and privacy because
it allows 10T devices to respond to people's preferences, requirements, wishes, and desires without being given
specific instructions. These tools benefit society in many other ways as well, including in medicine, meteorology;,
wildlife identification, and vehicle monitoring. Understanding the privacy and security issues is crucial as 10T
becomes an increasingly popular technology due to the proliferation of smart devices. For the sake of humanity,
we must learn about and fix these problems. People can help mitigate these Internet of Things (10T) security and
privacy risks. Many surveys have been conducted on the topic of 10T security and published to offer researchers
with relevant references and to put researchers in the right path for future study.

Il. RELATED WORK

Recent years have seen extensive efforts undertaken to address security and privacy issues associated with the
Internet of Things. There have been numerous studies and publications written about the security concerns of the
Internet of Things. Current attacks and difficulties were the primary topics of discussion and analysis in Li et al.
[11] and Lin et al. [12]. Fu et al. [13] outlined some advantages and disadvantages in two distinct settings: the
home and the hospital. Authentication, access control, secrecy, and privacy are only few of the topics that Roman
et al. [14] and Sicari et al. [15] covered in their presentations of research difficulties and prospective solutions
based on various security techniques. The limitations of 10T devices, such as battery life extension, lightweight
computation, classification of security attacks, and control access mechanisms and architecture are just some of
the topics covered in the four-part surveys by Weber and Gopi and Rao [16, 17]. Layers of the Internet of Things
architecture (including presentation, network, transport, and application) are also discussed. 10T architecture, as
described by Chen and colleagues, can be broken down into three main parts: the perception layer, which assumes
information collection; the network layer, which handles data transmission; and the application layer, which
facilitates recognition and perception between objects and objects, as well as between people and objects, and
carries out intelligence-related tasks. The current survey, released by Yang et al. [18], presents the classification
of 10T threats and summarizes the major point of earlier surveys. Although these studies addressed most areas of
loT security research, dangers, and open concerns and gave some recommendations for future research, few
expose the sources of research difficulties and security risks and clearly define what new challenges emerging
from loT. Another survey of security issues in 10T devices was presented by Tewari and Gupta. This article
examines the layered structure of 10T devices and identifies emerging security concerns. Tools and approaches
for 10T research were presented, and they highlighted issues related to cross-layer heterogeneous integration [19].

Noor and Hassan, in their 2019 review, compared several studies across several dimensions (including
simulation tools, procedures, Internet of Things device security, and personal data protection). It investigates the
existing techniques for securing the Internet of Things [20], including authentication, security encryption, trust
management, and new technologies. In addition, the unique challenges posed by the protection of private
information in the Internet of Things are outlined in a study. Information from experts in the Internet of Things
(1oT) who have tried to grasp security and confidentiality issues and have developed new security protocols for
effective security and privacy mechanisms (SPMs) [21] is included. There are serious dangers and hacking
possibilities associated with almost any linked gadget. Several levels of architecture, from the field data collecting



layer at the bottom to an application layer at the top, are the backbone of the Internet of Things, as demonstrated
by sen [22]. This type of layered architecture needs to be crafted such that it can accommodate the needs of a wide
range of sectors, businesses, communities, organizations, and governments. The transport layer of the Internet is
responsible for carrying information, the gateway layer and the edge layer help collect information, and the
application layer is in charge of how that information is put to use. Sengupta et al. perform an additional
investigation into the problems associated with the industrial 10T. A block chain-based solution is explained and
categorized based on the destruction of security and privacy attacks [23]. Additional discussions of block chain
technology and its characteristics, including access management, decentralization, asymmetric encryption, and
smart contracts, can be found in the works of Wang et al. and Weber [24, 25]. This study helps to address that
void by discussing and analyzing 10T security challenges from a novel angle: 10T capabilities. The term "loT
features” is used to describe the characteristics of 10T devices, networks, and apps that set them apart from
traditional computing devices like smartphones and computers.

I1l. APPLICATIONS OF IOT
The Internet of Things permeates virtually every facet of our everyday life, including the following categories:

A. Medical and Health Care System

t's a bright spot for the Internet of Things. Medical equipment can send the patient's critical parameters to a
platform, such as a secure cloud, for storage and analysis. The elderly and those with long-term illnesses can
receive specialized attention.

B. Personal and Social Purpose

The applications in this group facilitate communication between users and their immediate environments (such
as the workplace or the home) or between users themselves [26].

C. Environmental Monitoring

Sensors are used to monitor environmental conditions including air and water quality to ensure their safety.
Wildlife habitats are also mapped out through observation. The data collected is utilized to find innovative
solutions to environmental problems.

D. Home Automation

An automated system can report gas, water and electricity usage to the appropriate utility provider. This method
has the potential to better utilize available means. Appliances like the washer, air conditioner, windows, doors,
lighting, and fridge may all be optimized through the home automation procedure.

E. Transportaion

With the help of powerful computers, actuators, and sensors, both vehicles and roads are playing an
increasingly essential role in gathering crucial data for traffic control and guidance [27, 28]. Some of the most
prominent transport 10T applications are the Traffic Information Grid (TIG) [29] and the Intelligent Traffic
Information Service (ITIS) [30].

F. Manufacturing

Manufacturing may be optimised in real time. Sensors and control systems provide for management of
production and supply. New items can be made quickly as a result of this.

G. Services

From farming and breeding to recycling and environmental management services and energy administration,
this field often addresses the conservation, monitoring, and development of all natural resources.

H. 1oT applications in Agriculture

The following are some of the most important uses of 10T in farming:

» Ploughing, weeding, preparing the seedbed, and planting are all pre-harvest tasks that could be handled
by a smart soil cultivation system.

» The artificial supply of water necessary for plant growth might be fully automated with the help of smart
irrigation systems.

» In smart fertilizer systems, the quality, quantity, and timing of fertilizer sprayed on the field are all
controlled by the system itself.



This system monitors and identifies pest infestation, assesses damage to crops, and contains ways for
controlling the infestation. - Smart pest detection and control systems.

Use of smart technologies in livestock breeding and the application of precision agriculture techniques
to boost both crop quality and yield constitute "smart livestock farming."

In order to efficiently gather a field's harvest, a "smart harvesting system™ employs Internet of Things-
based approaches.

The goal of a smart farm management system is to enhance farm output through the application of data
analytics.

An intelligent method for managing ground water quality is necessary since the quantity and quality of
ground water have a significant impact on the quality of the harvest. Therefore, in this system, procedures
are applied using 10T to maintain adequate ground water levels.
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IV. SECURITY THREATS AND CHALLENGES IN 10T

Human privacy, business process secrecy, and trust in external parties are the three main problems with the
Internet of Things. People, things, software, and hardware are all understood to be interconnected, interacting
parts of the 10T ecosystem that exchange data through open, untrusted networks. These will inevitably face issues
of open trust, privacy, and security.

A. Security and Privacy Challenges in the 10Ts

Many different types of devices and services are interconnected and share data in the Internet of Things.
Security, privacy, and trust norms might vary between zones. There are various security and privacy obstacles
that must be surmounted before low-cost, widely accessible 10T devices and services can be established. To name
a few of the difficulties:

1. Privacy and Protection

Because of the pervasive nature of the 10T ecosystem, privacy is a critical component of 10T security. User
privacy is a touchy subject in many studies because of the prevalence of online communication and data sharing
[31]. Although many studies have been proposed on the subject of privacy, there is still much to learn. Concerns
about data security, data sharing, and data management are all yet unanswered research questions [32].

2. Trust management:

Establishing trustworthy connections between devices is crucial for ensuring their safe interaction in a complex
IoT ecosystem. Trust in the interactions between entities and user trust in the system are both important in the
Internet of Things [15]. An efficient mechanism for defining trust in a dynamic and collaborative IoT setting is
necessary to earn users' confidence. Third, the development of applications based on node trust (such as routing,
data aggregation, etc.) [32] are the main objectives of trust research in the 10T framework. First, the conception
of new models for decentralized trust.

3. Interoperability

The term "interoperability" refers to the capacity for two or more systems to share and make use of modified
data. In order to develop an loT, a variety of heterogeneous devices, networks, and systems will need to be
compatible with one another, making interoperability a crucial component.

4. End Point Security

It is equally crucial to ensure endpoint security between 0T devices and Internet hosts. For constrained 10T
resources, merely applying cryptographic algorithms to packets for encryption and authentication codes is
insufficient. Complete end-to-end security requires the safe implementation of protocols for dynamically
negotiating session keys (like TLS and IPsec) and algorithms (like AES and Hash algorithms), as well as the
verification of individual identity on both ends. End-to-end security in 10T ensures that no third party can
eavesdrop on or alter data while it is in transit, giving users peace of mind. Many useful applications rely on
correct and comprehensive end-to-end security.

5. Attacks

The internet of things includes a wide variety of devices that each have their own unique set of capabilities,
including memory capacity and processing power. Since these gadgets can be attacked, there needs to be
lightweight, impenetrable security options. Devices should have mitigation planes to fend off external threats



including denial-of-service and flood attacks. Classification various 10T security attacks are demonstrated in the
figure 1.
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Figure 1: Classification of 10T attacks
B. Security Requirements

Technologies and machines are developing at a rapid rate. Expanding technological capabilities introduce new
risks and compromises in personal security. In a shared network, the smart gadgets can talk to one another and
share information. If even one device is compromised, the entire network is at risk. The Internet of Things (1oT)
has emerged as a key component of the future Internet, poised to have far-reaching effects on everyday living and
commercial settings. More and more 10T apps and services are susceptible to cybercrime and data loss. There are
a number of major security concerns, including the four most pressing issues in 10T security are authentication,
privacy, availability and data integrity [33]. Figure 2 decits the security requirements in 10T.

1. Data Integrity

The reliability of the information exchanged between two nodes is crucial. Therefore, it is essential that data
accuracy be preserved. The exchange of public and private keys via the node requires authentication before a
connection can be made between two devices and data theft may be prevented. In a manufacturing company, for
instance, if a hacker issues orders to stop production, this is a major problem.

2. Data Privacy

The information passed between nodes must be kept secret. The only people who should have access to the
information are the sender and the recipient. Protecting the privacy of the information stored within an Internet of
Things device is essential. Damage to roads and bridges, as well as potential security breaches, are just two
examples of what may happen when hackers gain access to sensitive information stored in the infrastructure sector.

3. Veracity of Information

Authentication guarantees that the information you have received is genuine and reliable. By checking that
the information received at the destination node has not been tampered with in transit, data integrity safeguards
against the practice of "man in the middle" attacks. In the healthcare system, for instance, a patient's information
is shared between hospitals. A hacker's tampering with this information could put the patient's care in jeopardy.

4. Obtainability of Information

Data accessibility is always a top priority in the Internet of Things. It's a major problem if the user can't get to
the information. It needs to be fixed immediately. 10T security challenges were examined by Vermesan and Friess
[34], who outlined the following needs for a security and privacy framework:

» Consistent with the resource constrained nature of many loT devices, lightweight key management
solutions are required to facilitate the development of trust relationships and the distribution of
encryption materials with little communication and processing resources.

» Resource-constrained devices supported by lightweight and symmetric solutions.

» Data identification, authentication, and anonymity are just few of the "Privacy by Design" ideas that can
be bolstered with the right tools.



» Preventing the inference of private information about persons' locations and identities through the
observation of loT-related interactions.

» Cryptographic methods that allow for the secure storage, processing, and dissemination of data without
exposing its contents to unauthorized persons.

» Using distributed computing and key management to keep data close to home.

Non
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Figure 2: 10T Security Requirements

V. RESEARCH DIRECTIONS

Many results on 10T security and privacy indicate that much investigation is required to bring the 10T paradigm
to fruition. Suggestions for new lines of inquiry are offered here.

» Since loT not only handles massive amounts of sensitive data (personal data, commercial data, etc.), but also
has the ability to alter the physical world through its control abilities, security and privacy issues must be
taken extremely carefully. As a result, cyber-physical environments require security against all threats.

» loT technologies, devices, and services that will propel 10T growth and bolster 10T vision must be identified,
categorized, and prioritized.

> Inorder to serve the greatest number of people, software, smart objects, or devices, the design of architecture
standards should include well-defined abstract data models, interfaces, and protocols, as well as concrete
bindings to neutral technologies.

» Creating global directory lookup and discovery services for 10T applications using different identifier
schemes; Managing identities; Encrypting/encrypting identities; Authenticating users; Developing new
frameworks for global ID schemes.

VI. CONCLUSION

The primary objective of this article was to present a comprehensive overview of the most critical facets of the
Internet of Things, with an emphasis on the vision and security problems that come along with it. loT's grand
ambition is to enable seamless, ubiquitous, and instantaneous connections between devices, people, and
information over any available network and service. Smart transportation, smart objects, smart cities, smart health,
smart living, and so on are only a few of the many possible applications of the Internet of Things' goal of creating
smart environments and self-conscious/autonomous technology. There are still a lot of problems and obstacles to
overcome with the Internet of Things. Security and privacy issues, such as authentication and authorization of
entities, are also introduced, along with other challenges like ensuring interoperability and achieving a business
model in which hundreds of millions of items can be connected to a network. In the future, we may anticipate
improved security for smart devices and tighter privacy rules for 10T connectivity, both of which will make it
easier for people to employ automation to get things done. In order to succeed in the Internet of Things (loT), it
must implement improved privacy, data protection mechanisms, and ethical practices. Addressing security issues
will remain a top priority for networking and communication researchers in both the private sector and academic
institutions throughout the coming years.
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