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Abstract:  

The Internet of Things (IoT) is a booming network of interconnected devices, exchanging data 

and information through various protocols. Recent advancements in wired, wireless, and hybrid 

technologies connect a vast array of smart devices. To overcome limitations in storage, 

processing power, and energy in these devices, lightweight IoT protocols emerge as crucial 

tools. Choosing the optimal protocol is key for system architects, requiring evaluation of next-

generation networks with improved connectivity. This paper dives into major wireless and 

wired IoT technologies with their applications, proposing a new classification for traditional 

protocols. It analyzes their technical details, limitations, and usage, IoT devices and simulation 

tools. Finally, it explores current challenges and future directions for the next generation of 

IoT, aiming to be a comprehensive guide for academics and professionals in this exciting field. 
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1. Introduction 

The Internet of Things (IoT) is has an important role in driving economic growth. It's 

transforming buildings, workplaces, and even entire cities into self-regulating systems that can 

collect and exchange data without human intervention [1]. This technology is rapidly becoming 

integrated into every aspect of our lives, thanks to the development of smart systems powered 

by wireless technologies like Wi-Fi, Zigbee, and Bluetooth. However, the vast amount of data 

generated by these interconnected devices necessitates efficient processing, storage, and 

visualization solutions [2-3]. As the IoT matures, it's moving beyond its initial stages and 

evolving into a comprehensive network that promises to connect everything at an 

unprecedented scale. [4-6] This "intelligent environment" presents exciting opportunities, but 

also challenges due to diverse application requirements and limitations like power consumption 

and accessibility. The rapid growth of the IoT has spurred the development of numerous 

protocols, each aiming to address specific needs or dominate the market. This diversity can 

make it difficult to choose the right protocol for a particular application, especially considering 



security concerns and the pressure for faster product launches. Additionally, these devices 

operate in various environments, including homes, hospitals, and transportation systems, 

highlighting the need for robust and secure communication protocols [7]. With power 

efficiency being a major concern, researchers are actively exploring ways to optimize 

communication protocols for IoT devices. Overall, the IoT presents a transformative force with 

vast potential for economic growth and improved quality of life. However, addressing 

challenges like protocol selection, security, and power consumption is crucial for its continued 

success. 

Many researchers are actively studying and analysing the IoT from various angles, including 

its architecture, techniques, and applications. A recent review highlights the diverse areas of 

interest within the IoT field, categorized into eight key areas: applications, security, data, 

communication, networking, protocols, and development [8]. 

1.1 Related Work 

This section dives into existing research related to the current work, focusing on relevant 

surveys and their coverage: 

Architectures and Techniques: [9] provides a foundational overview of the IoT model, 

outlining its core concepts and key advancements. It also explores security considerations and 

potential applications across various domains. 

Applications: Studies like [10] delve into specific applications enabled by IoT technology, 

while [11] examines various platform designs and proposes a generic standard paradigm for 

the IoT. 

Technologies: [12] offers a broader look at potential conceptual models, communication 

technologies, and challenges, introducing a new six-layer security design for the IoT 

infrastructure. 

Communication Protocols: [7] provides a comprehensive analysis of application layer 

protocols, evaluating their suitability for different application categories and communication 

needs. 

Ecosystem and Protocols: [13] reviews the fundamentals of the IoT ecosystem and 

communication protocols specifically designed for this technology. 



Current Landscape: [14] offers an overview of existing IoT models, techniques, and key open-

source platforms and applications. 

By understanding these existing studies and their coverage, the current work can build upon 

established knowledge and address potential research gaps within the vast and ever-evolving 

field of the IOT. Several studies have explored the nuances of wireless technologies and their 

challenges in the context of IoT integration. Research in [15] examines Bluetooth Low Energy, 

Zigbee, LoRa, and Wi-Fi variants, highlighting their unique characteristics. Meanwhile, [16] 

tackles the challenge of selecting the optimal technology for specific applications by comparing 

standard IoT protocols across various parameters like power consumption, security, and data 

rate. Additionally, [17] analyzes the limitations of current security techniques, while [18] 

delves into the link, transport, networking, and session layers of IoT communication protocols, 

offering insights into security mechanisms for these devices. Focusing specifically on 

application layer protocols, [19] provides a comprehensive overview of recent developments 

and lightweight protocols, while [20] describes standardized protocols across various 

networking levels for resource-constrained devices.  

However, it's important to note that both studies might require updates as protocols continue 

to evolve. By understanding these existing research efforts, we can gain valuable insights into 

the complexities of IoT protocols and identify potential areas for further exploration and 

improvement. 

1.2 Paper Organization 

The study is structured as follows: Section 2 explores the framework and functional 

components of IoT. Section 3 delves into the stack architecture of IoT. A summary of different 

application layer protocols is provided in Section 4, while Section 5 discusses the evolving 

landscape of IoT communication technologies. Section 6 presents a summary of IoT hardware 

platforms, focusing on their building blocks for connected systems. In Section 7, simulation 

tools utilized in IoT and Wireless Sensor Networks (WSNs) are discussed. Section 8 outlines 

the scope of future work in IoT. Finally, Section 9 presents the conclusions drawn from this 

work. 

 

2 Exploring the IoT Framework 

The IoT is a transformative technology rapidly ushering in a new era of interconnectedness. It 

allows everyday objects to communicate and share data, leading to remarkable discoveries, 



inventions, and richer interactions between people and their surroundings. These advancements 

promise to not only enhance our quality of life but also optimize resource utilization, making 

the most of our finite resources. This section delves into the various definitions of IoT and 

explores the foundational building blocks that make it all possible [21-22]. 

2.1 Elements of IoT Infrastructure 

Imagine a world where everyday objects communicate and collaborate, sensing their 

surroundings and acting upon them autonomously. This is the promise of the IoT, and it all 

comes down to a clever interplay of several key components: 

1. Sensing: Like tiny eyes and ears, smart devices use sensors to gather information about their 

environment. Temperature, pressure, movement, and even sound – no detail is too small! This 

data becomes the lifeblood of the IoT, feeding insights and fueling actions [23]. 

2. Actuation: But devices aren't just passive observers. Through actuators like motors, switches, 

and valves, they can respond to data or commands. Imagine lights adjusting automatically, 

thermostats responding to your presence, or even complex machinery operating independently 

– the possibilities are endless [23]. 

3. Identification: In a network of billions, knowing who's who is crucial. Unique identifiers like 

serial numbers or tags ensure each device stands out and can be addressed individually. This is 

like giving each device a name in the digital world [23]. 

4. Management & Control: The brain behind the brawn, management systems orchestrate 

communication, analyze data, and make decisions. Whether remotely controlled or 

programmed to act autonomously, these systems are the conductors of the IoT symphony [24]. 

5. Networking: Connecting across distances is key. From Bluetooth and Wi-Fi to cellular 

networks and low-power options like LoRa, various technologies enable devices to share 

information and collaborate. Just like roads and bridges connect cities, these networks connect 

the devices in the IoT universe. 

6. Services: Beyond basic communication, services add value to the experience. Think data 

storage, security protocols, analytics tools, and application interfaces – all working together to 

deliver seamless interaction and functionality. It's like having a team of assistants working 

behind the scenes to ensure everything runs smoothly [25]. 



7. Security: With great connectivity comes great responsibility. Securing devices, data, and 

communication channels is paramount. Robust encryption, authentication, and access control 

measures act as security guards, protecting privacy and preventing cyberattacks [26]. 

8. Applications: This is where the magic happens! From smart homes and personal fitness 

trackers to industrial automation and connected cities, the applications of the IoT are as diverse 

as our imagination. These applications leverage the building blocks discussed above to solve 

real-world problems and improve our lives in countless ways. 

By understanding these fundamental elements, you gain a deeper appreciation for the intricate 

yet ingenious workings of the IOT. Remember, these building blocks are constantly evolving, 

paving the way for even more exciting developments in the future. 

3. The Framework of IoT Architecture 

The IoT has emerged in environments brimming with diversity, where information flowed from 

a multitude of sources and was processed by various technologies. This inherent heterogeneity 

inspired developers to group similar approaches, functionalities, and services into distinct 

layers within proposed IoT models. This layered approach facilitated the independent 

development and improvement of each layer, simplifying the overall architecture. While the 

classic three-layer design provides a good baseline understanding of the IoT, it falls short for 

deeper research that delves into the intricate details and nuances of this ever-evolving 

technology.  

3.1 The stack architecture of the IoT: A Layer-by-Layer Breakdown 

The IoT world operates like a well-oiled machine, with each component playing a crucial role. 

This intricate system can be visualized as a five-layer stack, each layer responsible for specific 

tasks: 

1. Physical Layer: Sensing the World: Imagine tiny eyes and ears on everyday objects - that's 

the physical layer's job! Using technologies like RFID chips, wireless sensor networks (WSNs), 

and GPS, it gathers data about the physical environment – temperature, pressure, movement, 

and more. Think of it as turning real-world information into digital signals ready for 

transmission [12]. 

2. Data Link Layer (Packing and Addressing Dat): This layer acts like a postman, packaging 

data into manageable packets, addressing them correctly, and ensuring they arrive at their 



destination without errors. It also handles tasks like collision avoidance and synchronization. 

Different protocols in this layer offer diverse features like speed, range, and power 

consumption, catering to various application needs [27]. 

3. Network Layer (Finding the Right Route): Think of the network layer as a GPS for data 

packets. It directs them through the best available routes, utilizing equipment like switches and 

routers to navigate diverse networks like 3G, 4G, 5G, Wi-Fi, and Bluetooth [28]. 

4. Transport Layer (Reliable Delivery): This layer focuses on data security and reliability. It 

ensures error-free transmission by checking data integrity, maintaining delivery order, and 

managing congestion. Imagine it as a quality control checkpoint for data packets before they 

reach their final destination [29]. 

5. Application Layer (Where Magic Happens): This is where the real magic unfolds! The 

application layer provides the interface for developers to build diverse IoT applications. From 

smart homes and intelligent transportation systems to healthcare solutions and more, this layer 

unlocks the limitless potential of the IoT [29]. 

 

Figure 1. IoT Stack Architecture 

By understanding these five layers and their unique functions, you gain a deeper appreciation 

for the remarkable architecture that powers the interconnected world of the IOT. Remember, 
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this is an ever-evolving landscape, with each layer constantly adapting and improving to deliver 

even more possibilities in the future. 

4 IoT Application Layer Protocols: Enabling Connectivity and Functionality 

Navigating the world of IoT messaging protocols can feel like wading through a technical 

swamp. But fear not Let's shed some light on the top contenders: 

1. MQTT: Imagine lightweight runners perfectly suited for marathons. They excel at 

sending and receiving data efficiently, even with limited resources, making them ideal 

for sensors and smart home devices [30]. They don't need to know who's sending or 

receiving, focusing purely on delivering messages through a central "broker [31]."  

2. CoAP: Think sprinters built for quick bursts. They inherit some features from HTTP, 

making them familiar and efficient for small data transfers in smart sensors and 

wearables. They communicate securely with a central server that relays information 

further [32]. 

3. AMQP: Picture robust knights protecting data with advanced security features. They 

offer reliable message delivery and flexible routing, ideal for demanding applications 

like healthcare or industrial IoT. They utilize queues and exchanges to ensure messages 

reach the right recipients [33]. 

4. HTTP: Consider them friendly neighbors, familiar and widely used for basic data 

exchange. While simple, they're not the most efficient for resource-constrained devices, 

requiring multiple small packets that consume network resources [34]. 

5. XMPP: Think seasoned strategists enabling real-time communication and presence 

awareness. They excel in dynamic scenarios like smart grids or machine-to-machine 

communication, allowing devices to "befriend" each other and exchange data based on 

specific needs [35]. 

Remember, the ideal protocol depends on your specific needs. Consider your device 

capabilities, application requirements, complexity preferences, and desired interoperability. By 

understanding these factors and the strengths of each protocol, you can confidently choose your 

champion and unlock the full potential of your IoT network! 



 

Figure 2 Power consumption, coverage distance, and data rate for the different protocols 

 
5 IoT Communication Technologies: Evolving Landscape  

IoT communication technology encompasses the methods and protocols enabling devices to 

exchange data in IoT applications. It facilitates data collection, analysis, and sharing among 

connected devices and centralized systems. Various communication technologies are 

employed: 

 

5.1 Wireless Technologies: 

 

1. Wi-Fi: Offers high-speed data transfer over short to medium distances, suited for 

devices with continuous power [36]. 

2. Bluetooth: Facilitates short-range communication between devices like smartphones 

and smart home gadgets [37-38]. 

3. Zigbee: A low-power, low-data-rate protocol ideal for applications needing long battery 

life and mesh networking [39]. 

4. LoRa: Designed for long-range communication with low power usage, useful for 

expansive IoT deployments [39]. 

5. Narrowband IoT (NB-IoT): A cellular technology tailored for low-power IoT devices 

with intermittent data needs [40]. 
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5.2 Wired Technologies: 

1. Ethernet: Commonly used in industrial settings or where high-speed, reliable 

communication is vital [41-42]. 

2. Power-line Communication (PLC): Utilizes existing electrical wiring for data 

transmission, suitable for home automation and smart grid applications [43]. 

Protocols and Standards: 

3. MQTT: A lightweight messaging protocol suitable for low-bandwidth and low-power 

scenarios [31]. 

4. CoAP: Designed for constrained devices and networks, providing RESTful 

communication [32]. 

5. HTTP/HTTPS: Widely used, especially when interoperability with existing web 

technologies is essential [34]. 

6. Mesh Networking: Enables devices to communicate via multiple hops, extending 

communication range and enhancing network resilience. Examples include Zigbee and 

Thread [44]. 

Selection of communication technology depends on factors like power consumption, data 

requirements, range, cost, and environmental conditions. Different applications may require 

specific combinations of these technologies to meet their unique needs. Few of the technologies 

have been summarized in Table.1 for ready reference.  

Table 1. Summary of IoT protocols 
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6 IoT Hardware Platforms: Building Blocks for Connected Systems 

The power and computing capabilities of IoT are exemplified by various processing elements 

like microcontrollers (MCUs), systems-on-chip (SoCs), systems-in-package (SiPs), and field 

programmable gate arrays (FPGAs). Educational and evaluation boards such as Arduino, 

Raspberry Pi, UDOO, FriendlyARM, Intel Galileo , BeagleBone, Gadgeteer, and T-Mote Sky 

are widely available for running IoT applications. 

SoC and SiP technologies play pivotal roles in creating semiconductor options for IoT devices. 

SoCs integrate analog, digital, mixed-signal, and RF circuitry on a single chip, enhancing 

system stability and usability while reducing overall expenses. However, there are trade-offs 

in device performance and energy usage. On the other hand, SiPs combine functional elements 

independently created into a package, including MCUs, oscillators, and antennas. SiP devices 

enhance unit speed and power utilization but may incur higher system costs and reduced 

reliability due to varied materials and fabrication procedures.[45]. Firmware is crucial for 

computational platforms as it governs device execution throughout its lifecycle. Real-Time 

Operating Systems (RTOSs) [45] like Contiki, TinyOS, RiotOS, and LiteOS[46] are 

instrumental in enhancing certain IoT applications. 

Cloud platforms are another essential computational aspect of IoT, enabling data transmission, 

periodic analysis of big data sets, and providing end-users with valuable insights. Numerous 

cloud platforms and services are available, many of which are free or cater to commercial use, 

facilitating the deployment of IoT services. 

This integration highlights the diverse technological landscape within IoT, spanning hardware 

platforms, semiconductor technologies, firmware, and cloud-based solutions, all crucial for the 

development and deployment of IoT applications. 

7 Tools for Simulating IoT Environments 



With the growing emphasis on IoT and Wireless Sensor Networks (WSNs), there's a rising 

demand for modern simulators. Choosing the right simulator can be daunting, particularly in 

the WSN domain, where intricate scenarios and diverse protocols demand specialized 

functionality. Several simulators, including OpenDSS, Network Simulator-2 (NS-2), NS-3, 

OMNET++, GridLab-D, and GloMoSim, have emerged to cater to IoT simulation needs. 

1. OpenDSS: OpenDSS, developed by Microsoft, is a distributed simulation software tailored 

for electric distribution systems. It offers a range of functionalities such as AC circuit analysis, 

load generation simulation, wind power simulation, power flow analysis, and fault analyses 

[47]. 

2. NS-2/NS-3: NS-2, a free network simulator, models communication protocols and network 

topologies for wired and wireless networks[48]. NS-3, an advanced version, supports parallel 

and emulation simulations, enhancing its capabilities[49]. 

3. OMNET++: OMNET++, an open-source simulator, supports multiple platforms and is based 

on unit and simple modules written in C++. Its versatility extends to various areas including 

ad-hoc networks, peer-to-peer networks, sensor networks, and wireless networks.[50] 

4. GridLab-D: GridLab-D integrates end-use models and simulation tools for consumer 

equipment, retail markets, and power distribution. It also facilitates integration with third-party 

analysis software and data management tools.[51] 

5. MATLAB/Simulink: MATLAB's Simulink offers a visual interface for simulation and 

modelling, providing features for algorithm development, graphics, application building, 

parallel computing, and data analysis.[52] 

6. GloMoSiM: GloMoSiM focuses on parallel programming software and supports wireless 

satellite communication systems with heterogeneous connectivity. Its simulation library and 

Parsec compiler enhance its capabilities.[53] 

Figure 3 compares various IoT simulators based on criteria such as availability, programming 

language, and support for future hardware models. These simulators play a crucial role in 

testing and simulating IoT setups, offering scalability and diverse functionalities to address 

various simulation requirements. 



 

Figure 3 Simulation Tools 

8 Prospects for the Future of IoT 

In the coming decade, the evolution towards 6G standards promises ubiquitous IoT coverage, 

especially through satellite-based communications. Geo-location tracking, eco-monitoring, and 

disaster prediction necessitate seamless coverage everywhere, prompting the integration of 

satellite systems into 6G networks. Hybrid satellite-terrestrial relay networks (HSTRN) are 

proposed to enhance reliability, especially in remote areas. 6G communications envision a 

global network of satellites and aerial platforms powered by AI and big data, addressing 

scalability, low-power consumption, minimal latency, privacy, and universal coverage. Next-

generation multiple access (NGMA) systems[54], such as non-orthogonal multiple access 

(NOMA)[55] and rate-splitting multiple access (RSMA)[56], are crucial for handling IoT data 

traffic efficiently. Re-configurable intelligent surfaces (RIS) and unmanned aerial vehicles 

(UAVs)[57] play significant roles in achieving pervasive IoT connectivity, especially in 

challenging environments. Fog computing, machine learning, and optimization algorithms are 

integrated to address low-latency challenges, while Lyapunov optimization and reinforcement 

learning models optimize resource allocation in heterogeneous Space-Air-Ground IoT (SAG-

IoT) [58] networks. Overall, these advancements aim to enhance IoT connectivity, reliability, 

and efficiency across diverse scenarios and environments 
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 Conclusion 

The IoT concept has rapidly permeated modern society, aiming to enhance quality of life by 

integrating intelligent devices, applications, and technologies to automate various aspects of 

our surroundings. This paper comprehensively explores key foundations of the IoT, with its 

protocols, communication technologies, and different applications. Through detailed 

discussions and examples, it elucidates the operational and efficiency properties of each 

protocol, serving as a foundational resource for scholars and practitioners seeking to delve 

deeper into IoT techniques and protocols. Understanding the general structure and 

functionalities of different parts and protocols equips individuals to select suitable protocols 

and simulation tools for diverse applications. In conclusion, the forthcoming generation of IoT 

is poised to be universal in coverage, intelligent in offloading and resource allocation decisions, 

mindful of Quality of Service (QoS), and more resilient against cyber-attacks. These 

advancements will facilitate efficient communication between physical and cloud levels, 

further enriching the IoT landscape. 
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